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ABSTRACT

Following up the popularity of smart mobile devices and the maturity of wireless
networking technologies, the services are able to be achieved through the operations of the
mobile devices. By means of the functionalities of immediacy and convenience, the mobiles
are always associated with the drivers when operating the cars on the driving ways. The
behaviors are likely to distract the drivers from the driving procedures, and leading to the
occurrence of road traffic accidents. When an accident occurs, finding critical or relevant
digital evidence on the mobile devices associated with the drivers are necessary at the first
moment. However, the biggest concern of mobile device forensic investigation now is that the
support of commercial forensic tools can not catch up the upgrading rate of the hardware and
software versions in the mobile operations. By the way, it is required to build the tools and
methods of forensic investigations to cope with the forensics investigators to guarantee the
completeness of probing evidence. In this paper, we use the log file of mobile device to
analyze the user behaviors. And then fix the key evidence in terms of communication records
and multimedia files to make the connections, either in the case of the traffic accidents or
criminal events.

Keywords: Mobile forensics ~ iTunes backup ~ ADB tools ~ Buffer logs ~ Traffic event
investigations
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Microsoft Windous [fEA. 6.1.76811
Copyright (c» 28@% Microsoft Corporation. All rights reserved.

C:slUserswsercd G:\ADB
C:“ADB>adb devices

List of devices attached
HT584¥JA1615 device

C:“ADB*adb hackup —nosystem —com.cyberlink.U —apk —noshared —f “C:stest“U.ah"
Mow unlock your device and confirm the backup operation...

C:\ADB>,

TINE - HETEEA

» OS(C) » test

RS -

MAZRBE ~

BHP A PAHZ RRAGY A4 WT) Cygwin T &4 home\ (# * ¥ L4L) \&

o Cygwin ¥ - # % & GNU i@ * = %324 i% 2 (GNU General Public License) #f 3z
BRAsmB1 Bz s > H¥ A& Windows o #4785 UNIX & Svendf it 38 o 7 T it
Cygwin £ %5 = T &3 (74 - & (& » € & Cygwin F# &4 home AT > p #oiE = -

BIORAL LR PR LA FT A A ARl -
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ﬂ“\

B £z Cygwin #23¢ » ﬁia?l »4p & “Junpack.sh” » if ¢ B 434 7 fR R AEHr A o 7% s - B
SRR R R N ﬁ%m*a%r(lq*%/\&ﬂ*% VERFENATPRB O FEAR AT
KT P2 el TR RFITY o eBL - o

B = : Cygwin 2R 4% a4 7 3 &

gﬁl R BFE S o B e {ﬁﬁ'wﬁ ‘fﬁ 2413 Cygwin 342 & 42 homel (¢ # ﬁ -H)
VAT 0 g 53— BAcw Ak Len Dlist) #h2 - B £ 5 apps chF AL & o W g A
fRRapiEALY > L 45 APP T ﬁ%ﬁ’;’ﬂ: kahEp g o B L= oo

hppsfcom cyberlink. T/ manlfest appa/com.cyberlink. T/ rfapp_webview apps/com.cyberlink.U/rfapp_webview/Web Data-journal -
appe/con.cyberlink. U/ T/app_webview/Veb Data appa/com.cyberlink.U/r/app_vebview/paks appa/com.cyberlink. U/f/zaClientld
appa/comn.cyberlink. . U/f/hppEventslogger. persistedsessioninfo appa/con. cyberlink. U/ f/Debuglog

appa/con. cyberlink. U/ f/Debuglog/ExceptionLog appa/con.cyberlink.U/f/Debuglog /WebRTC
appa/comn.cyberlink.U/f/Debuglog/unreadcentlog appsfcon. cyberlink. U/ f/Debuglog/unreadentlog/unreadentlog_2016-08-27. log
appa/con. cyberlink. U/ f/Debuglog/unreadentLoz/unreadentLog_2016-08-24. log
appa/comn.cyberlink.U/f/Debuglog/unreadcentlog/unreadcntlog_2016-08-23, log appa/com.cyberlink .U/ f/Debnglog/voicecallLog
appa/com.cyberlink . U/f/Debuglog/DELoz appa/com.cyberlink. .U/ f/Debnglog/DELog/DBLog 2016-08-23. log
appa/comn.cyberlink.U/f/Debuglog/notificationlog apps/com.cyberlink.U/f/Debuglog/notificationLog/notificationLog_2016-
08-27.log appa/con.cyberlink. U/ f/Debuglog/notificationlog/notificationlog 2016-08-24 log

appa/com.cyberlink. U/ f/Debuglog/notificationlog/notificationLog_2016-08-23. log
appa/com.cyberlink. U/ /Debuglog/heartbeatloz appa/con.cyberlink.U/f/Debuglog/heartbeatlog/heartbeatlog_2016-08-27. log
appa/comn.cyberlink.U/f/Debuglog/heartbeatLog/heartbeatlog_2016-08-26. log

appa/con.cyberlink. U/f/Debuglog/heartbeatLoz/heartbeatlog 2016-08-24, log

appe/com. cyberlink. U/ f/Debuglog/heartbeatlog/heartbeatlog_2016-08-23, log apps/com.cyberlink.l/f/Debnglog/sendphotolog
appa/con.cyberlink. U/ f/Debuglog/sendphotoloz/zendphotolog 2016-08-27, log

appe/com. cyberlink.U/f/Debuglog/sendphotolog/sendphotolog_2016-08-24. log
appa/comn.cyberlink. U/ f/Debuglog/sendphotoloz/zendphotolog 2016-08-23, log apps/con.cyberlink U/ f/Debngloz/gcnlog
appe/com. cyberlink. U/ f/Debuglog/ecnlog/genlog_2016-08-27. log apps/con.cyberlink . U/f/Debuglog/ecnlog/gcnlog_2016-08-
26. log apps/con.cyberlink U/ f/Debugloz/genlog/genlog 2016-08-24. log apps/con.cyberlink 0/ f/Debuglog/gcnlog/zculog_2016
-08-23. log apps/com.cyberlink.U/f/Debuglog/pinglog apps/com.cyberlink.U/f/Debuglog/pinglog/pingloz_2016-05-27. log
appafcon.cyberlink . U/f/Debuglog/pingloz/pinglog 2016-08-24. log appa/con.cyberlink. I/ f/Debuglog/pinglog/pinglog_2016-08
-23%. log appz/con.cyberlink ./ f/Debuglog/unpplog apps/con.cyberlink U/ f/Debnglog/unpplog xupplog_2016-08-27. log
appafcomn.cyberlink. U/ f/Debuglog/xnppLloz/unpplog_2016-08-26. log appa/con.cyberlink. 1/ f/Debuglog/unpplog fxmpplog_2016-08
-24. log appz/con.cyberlink ./ f/Debuglog/unpplog/xnpplog_2016-08-23. log appe/com.cyberlink. . U/f/ . Fabric
appafcom.cyberlink . U/f/ . Fabric/io.fabric.adk.android:fabric

annafean ~vharlink T/ Fahriclia fahrie adl andraid-fahriciean crachlvtice settinogs ienn
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| Ha=E MAZSBEE ~ HEHE ~ FEERE =~ 0O @
- == B o
HHEE =" FS
R TE B
M RE db
W SENeE i
5P
= ERE _manifest 2KB
i e

FRAAHR LR P

a % APK fnF 4L & o

db #*%3Z APP AR TR E AR K -

f 73 7%i% APP T3> 4o debug k4% -

sp %%IP‘APP*QWB*WWB%‘“W’ A xml AR
_manifest & 4% APP it o

33 FH kN TRL AN FBe ]

REAEHEE D OTREEARMAETR S > A SRR FHTFEP R
FREFLGEOULR 2 RBFRY FP REa KK 2 2Tl gl 75 5%
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BN RHEES msE

Microsoft Windous [ﬁ . 6.1.76011
Copyright (c> 288? Microsoft Corporation. A1l rights reserved.

:\sersuserred C:NADB
C:“ADB>cd C:“ADBE

C:“ADB>adb devices

List of devices attached

adbh server version (31> doesn’t match this client (36>; killing...
* daemon started successfully =

HT584YJA1615 device

C:“ADB>adb logcat -b events —v time > U.txt -d

]%‘I_LI : J"!“lOgC&t”%Ei “_Vtime”#% Z:: g&ﬂ’ El Eﬁ‘j 1

DB WEF PR S TR RE AR U SR 28 (4

+ =) 4edisR “notification_cancel_all:[---com.cyberlink.U---]" &t 4, » % 77 i@ * H
A1 arfzrg o I “am_on_resume_called : [O,com.cyberlink.you.activity...]” e
TRAFHEEF IR TR AN DD £ 7 I “am_<Scribe > _activity”

y)

LodaR* ghbpgUdadp g e
T -EE =

BED R8P #A

0§-29 02:16:24.658 I/an_ f1n1sh _activity( 1113): -
[0,15996276,72, con.cyberlink.Ufcom.cyberlink.you.activity.Splashhctivity,app-request]
08-29 02:16:24.658 T/an_home_stack_wmowed( 1113): [0,0,1,1,finishictivity adjustTopFocns setFocunzedhctivity]
08-29 02:16:24.658 I/am_focuged_activity( 1113)
[0,com.cyberlink. U/ con.cyberlink. von.activity.ulanncher. Ulamncherfctivity]
08-29 02:16:24.658 I/am_pauge_activity( 1113): [0,15996276, con.cyberlink.T/con.cyberlink. you.activity.Splaghhctivity]
08-29 02:16:24.668 [/an_resume_activity( 11137:

7RG Z05T0N, 12, COM. CoDET T INE. U7 COM. CyDeT 11K, JOU - ACT 101y, U IAUNCHET - ULATICIETACTIvIty]
8-29 02:16:24. 678 Iinotification_cancel_all{ 1113): [10170,6893, con.cyberlink.U,0,0,64,9 NILL]
08-29 02:16:24.6388 1/an_on_resune_called( 6398): [0,con. cyberllnk you.activity. launcher. TLauncherbectivity]
08-29 02:16:24.728 [/an_destroy_activity( 1113)
[0,15996276,72, con.cyberlink. T/com.cyberlink.yon.activity.Splashictivity, finigh-idle]

5-20 02: '24 918 Iief_frame_dur{ 499%: [com.htc.launcher/com.htc.lanncher.Launcher,24,2,1,0,0,0,0]
0§-29 02:16:25.678 I/notification_cancel_all{ 11137: [10170,6898,con.cyberlink.U,0,0,64,9,NULL]
08-29 02:16:26.488 I/am_home_stack_mowved( 1113): [0,0,1,1,=sonrceStackToFront]
0§-29 02:16:26.488 [/wn_task_moved( 1113): [72,1,3]
08-29 02:16:26.488 [/am_create_activity( 1113}
[0,780297822,72, com.cyberlink. T/ com.cyberlink. vou.activity.chatdialoz.ChatDialoghctivity, NULL ,NULL ,NULL, 0]
08-29 02:16:26.488 I/an_pawge_activity( 1113}

0,848262964, con.cyberlink.0/con.cyberlink. vou.activity.ulanncher. . Ulauncherfctivity]

_29 02:16:26.488 [/an_home_stack_mowed{ 1113): [0,0,1,1,startedictivity setFocnzedictivity]

08 2T U106 20,090 1Tal_ToCISed_ACTIVILIT 11137;
[0,com.cyberlink.U/con.cyberlink.von.activity.chatdialog.ChatDialoghctivity]
08-29 02:16:26.498 I/am_on_pansed_called( 6393): [0,com.cyberlink.vou.activity.ulauncher.ULauncherhctivity]
08-20 02:16:26.498 [/amn_restart_activity( 1113)
[0,780297322,72, com.cyber link. T/con. cyber link.vou.activity. chatdialog.ChatDialoghctivity]
08-29 02:16:26.668 [/notification_cancel{ 1113): [10170,6898, com.cyberlink.U, 1, 4090680068 . cyber link. con,0,0,64,8,N0LL ]
08-29 02:16:26.668 I/an_on_resume_called( 6898): [0,com.cyberlink.vou.activity.chatdialog.ChatDialoghctivity]
08-29 02:16:26.898 [/an_activity_launch_time( 1113): o

Bl Ui % ehisskr

(2) tFEEEP U2 & &
fi* ADB & i1 L &% U gk rﬁiﬁf% R B AP s
Cygwin F 4 & 42 s homelusen\ & ™ » ] * 2/ g% & 38 {7 2 =
f1* SQLite Database Browser 1 £ (%«}%}4 =) HRARFTR & g o
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N y » [ Image
12 WMIKgslaz+ 3LITOTONS5 1OTHOBMESLS  Tent R 0 405058006 1 s
13 AxaRFUDECHT-+ 3117017043551~ 1474080500 Tt = 1 10302005 . » [] ImageDevelopHistoryStep
» [ Media
1 AV SLITOTONIS5 e 10THOB2TS000  Tent SN 1 409234005 a0 » (] MediaNlote L
» [ Message
15 00QDaCy SLUTOTONSS - 1472088145 Tant o 0 02058006 e ) jNMfman, .
16 ICHIZWE T 311701703551 v 1472408206050 Tent E23 0 105088006 e » [ OrganizationMember
» [] PhotoComment
17 N7 351 Tat Tt 1 409224006 4 » [ Polloption
N 12 » [ RecReceipt
13 BAVKGEEDQG-+ 3117017003551~ 1472408311817 Temt SO00RE T 0 105058006 e s B Sonchecsipt
19 FEhOGSGRI - 3LITRTONIS5 1OTHOBIMTE  Tent v—m 0 405058006 1 > B ke
> [E] StickerPach
20 ACOIBOLMNG-+ 3117617043551 1472408329183 Tet TREERY 1 400224006 404 » ] UploadMedia
o » [ User
2 ATTigPeFHIw 311070355 v 107208330305 Tent T 1 409021006 a0 > B android_metadats
n i FEDSFECkg SL1TOTONS5 L7A0RMT Tent otely 0 40058006 1 & sqlite_sequence
T
n IohOWMXCINZe 311TO1T0H3551 v 1470835701 Tant =5 T 0 405035005 1 Groupld Status SendTime
Pl i v sqlite_autoindex Message 1 i
9-2525 #3) 1 « i 5

SQLLog | Dot | DB Scheme

B+ - : fI* SQLite Database Browser & #LFr* ' 4

FHERAEEFHENF - 5k L Message chE LA 0 H N L EF IR kDX aopE
B (02 UNIX enps 658 ) s 3~ 3, \@‘*—“Zmr FETR O RLBEY PR
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BERA
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terms & privacy policy

Bl A Kik T gy § 6

WAL T8 KB PP b

#-iPad R T fI* iTools 1 Bt TRmpE, drtic > A7k
PHEBRE LR 75 o P &AM 0 4o IR "SpringBoard[57] <Warning>:
[MPUSystemMediaControls] Enabling lock screen media controls updates for
screen turning on” L 4 o A om g ﬁ%—%%ﬁi&é » @ 21 IR “SpringBoard[57]
<Warning>: [MPUSystemMediaControls] Disabling lock screen media controls
updates for screen turning off” &2 4, > P& 77 @# * —“F’f Y L

Fa kP KKtz & &7

#-iPad % i iTunes i& 7 ¢ 45 & > F4L15 » 1 * iTools 1 & ﬁf}g L SR S
# “/var/mobile/Applications/group.com. kik.chat” /& T (4B 4 ) ¥ F IR
21 Kik g8 AR B 2 fh % 0 AoFrR G gen TR, L Fra A BiE 2 dp s s
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f o a0 STHTAYIHT KATIIGTAIT
1o 40 VB OB MOMMIIAE W
n {0 SO 513060 JOMHOL TN 38

ST Mt e
NN T

1 @ SUMENAIALY KOWTAST B oabh et
= w0 AR I KOUTUNT SO

XAA 252K @HEM:2016-11-150424 SRR : 2016-11-150424 AR  SQUTE BR

B+ 4 i iTools 45 SQLite 4% % % SQLite Database Browser # ARLFr % ' 4%

F2 18 Kik Ap B A P

P % R Y thE LA
(RS = E a4 ~/cores/private/fbd041558d88454 | kik.sqlite
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ager/data_cache
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ZSTATE ZUSER ZUSERNAME

ZTYPE ZJID
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ZBODY ZPPURL
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“ Ivar/mobile/Applications/group.com.kik.chat/cores/private/fbd041558d884548bf3aebd0c26
be09b/content manager/data_cache”¥ /=T » 5 F4pk UUID efg & » ¥ F it ig iz 2.
AR 5 oo gtk A “ /var/mobile/Applications/group.com.kik.chat/cores/private/
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— o

7 C\Users\user\Desktop\dbcd2729-586d-467d-bach-0eef324506f0.plist SECEC X R ] (= E )
File Edit View HEG . - [ 4bcd2729-586d-46fd x

XML View | List View

L

= Frmepe |
66 <dict> |
&1 P <kew>CFSUIDC/ key>

G i <integer>14</integer>

6 <rdict>

70 </dicty

71 stri

<string>contentIDe¢/string

75 <string>appID</string>
76 <string>progress</string>
W = ik -
78 integer>0</integer:
79 integer>1</integer:
allery</strings

82 el nnnmn</ ‘
&3 <ater>

84 <key>sclassname</keyy |
8s <string>NSHutebleDictionary</string>

&6 <key>sclasses</key> L

1 <array> b

a8 i <stringsNSMutableDictionary</string>

&3 i <string>NSDicti stri

%0 <String>NsObjec

91 <farzay>

92 </ ct>

93 <far:

94 <}:ay>$ar:hxvex~</kes'> o

plist Editor Pro v 2.1

W= - : Plisteditor B g b2 plist 4% r2 1§ % B Fortph 2 URL fent
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08-29 02:19:53.188 [/an_home_stack_moved( 111 ) [0,0,1 1,bringingFoundTagkToFront]
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