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Abstract

The new trend of popular OTT Box is such a phenomenon not only for people in Taiwan
to have pervasive entertainment with versatile of multimedia content through internet, but, in
some way, it also brings the potential security threat of internet of things (10T). In this paper,
we focus on admissibility on rooting Android system for digital forensic purpose with several
instants of case study in terms of related technologies in CDN transmission and legality of
content transmission in order to propose the primary digital forensic infrastructure on the
Android base OTT Box.
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Compared to generic computer forensics, the forensic technique used for digital platform,
such as mobiles, wearables and setup box, should not stick to the principle of image mirroring
first and forensic analysis. We may follow concept of ISO/IEC27037 to collect evidence
directly and must handle it by rule of minimal impact: the frame procedure from collection,
examination, analysis to reporting by ISO 800-86 forensic guideline of NIST. The alternative
way we propose in this paper can be used as complementary way for the existing digital
forensic procedure to fulfill the demand of investigation objective.

Keywords: Over The Top, CDN, Tv-Box, Information Security, Digital Forensic,
Internet of Thing
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