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Profile User Activity through LINE Encrypted Traffic

Jay-chang Chen'”
'Criminal Investigation Bureau, National Police Agency
Liay@email.cib.gov.tw

Abstract

Smart Phone and 4G Network are popular today. Many criminals use instant message
application as a communication tools. LINE is the most popular instant message application
in Taiwan. Telecommunication surveillance is ineffective for encrypted traffic. We setup a
control environment to capture the traffic of smart phone, and filter all the packets related to
LINE. It is helpful for law enforcement to extract some information from encrypted traffic.
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e & e (Packet Reassembly ) # /% & 3t ¢ # R (deep packet inspection) = 575 {%
PEFIWAHT F R FAAF RN ET ER Y ﬂgi& » B4 E-Detective -
A-Packman ~ Wireshark ~ Xplico & o d »rfi5s B e pr (g8 > & S48 2 3 A K
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21 #é #58

& F R @%ng ALH o ZpE AR EE B4 27 MAC L5 ~ IP L5~
TCP/UDP # 52 9% T % > & IPAgH 2 ERZRAE 5%+ (IPv4 2 IPV6> £ &
4bits ) ~ 5 & B (Internet Header Length - £ & 4bits) ~ PRF358 3] (Type of Service » &
}i 8hits ) ~ 3t # % & (Total Length » £ & 16bits) ~ %] #% (Identification » & & 16bits) ~

& (Flag s & & 3bits) -~ 4 2] 7_iz (Fragment Offset » £ & 13bits) ~ 2 F P (Time To
Live » £ B 8bits) ~ +% %_ (Protocol » £ & 8bits) - & 5f & 5% & ( Header Checksum » £ &
16bits) ~ % & IP + »+ (Source IP address - .)%. 32b|ts) ~ p e P 3 »k (Destination IP
address » £ A 32bits) & s FhcBl- o H P e iE s 6 (0x06) Bl TCP~ & 2 17

(0x11) P] 5 UDP -

4 Internet Protocol Version 4, Src: 203.104.150.2 (203.104.150.2), Dst: 18.8.2.10 (10.8.2.10)
0109 .... = Version: 4
.. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x8@ (DSCP: CS@, ECN: Wot-ECT)
Total Length: 100
Identification: @x26cc (9932)
Flags: ©x@@
Fragment offset: @
Time to live: 64
Protocol: TCP (6)
> Header checksum: @xe653 [validation disabled]

. . . | . Source: 203.104.150.2 (203.104.150.2)
Ilhlhﬁmhm(lﬁ b]lS)»J HBgSGhﬁS)'_‘ <Source or Destination Address: 203.104.150.2 (203.104.150.2)>
= <[Source Host: 203.104.150.2]>
. <[Source or Destination Host: 203.104.150.2]>
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)
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sml[eAddIBﬁmbﬂs)ﬂ * <[Source or Destination Host: 18.8.2.10]>
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- Browser sends "Hello"
and regquests a secure
session from web server

' Wieb server responds by
sending over its server
certificate, containing
information about the site,
Certificate Authority, etc.
and a public key

After the browser verifies  ——
the cedificate, it sends a |
one-time "session” key
encrypted with the

server's public key

!

L Serer decrypts the one-

time "session” key using
its private key

AT A secure connection has been established.
T The padlock icon appears in the browser.
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12 S MR F i d 2 B8] A AR R AT > LINE § BB E R s £
# ga2.line.naver.jp ~ obs-tw.line-apps.com ~ obs-tw.rts.line.naver.jp ~ shop.line-cdn.net -
obs.line-cdn.net ~ stickershop.line-cdn.net ( BEB] » 2445 AS38631) %[10] » ¥ 12 #-2_ FI3Z
fé » FTH T hosts 4% > 1 J1 18 Wireshark * ¢ e 388 L fLf2 47 * 4 o

(1) AU/FS 360 @7 % LINE 335 3P > 8BB4 LINE PRES [
10 #;:€ iF 11000 #:% &) UDP 3¢ > & PIFF> A 2 AP > wig 2% 104 - LINE
PIRE v ¢ £ =il #F 11000 iﬁ‘.x%  UDP 3t » F]pt d ig 4 ™ 123 FEEZ A

Hd BRI R RPER o YO EPETALE - TS 2 Ed PIRBEE
ﬁi%%fé B BRETEEHCS 0 A A B IR 0 B DIEREEEZ w0 LINE RIRE L £ 5 ¢ 4p

3% UDP #te ¢ ?‘ B 27 enUDP 32 » @ ¢t UDP 3t2 p % B {58 6 bytes 4 5|
S IP a2 U (Ao e S 0 SV — 9 BB R D LINE kit e
2 Tudp.port==11000 | #F 2 iE/p > 7 FREEHTF ; ¥ o BT o448 32
#OIP g o F R AT RS Ao RS RIRT > iR
"ip.geoip.src_asnum contains “AS38631”and frame.cap len==69 {|* & il & 5 il 3
ik D ERAtERE A PR gt St e o B ZER TAB > T A G R T o

Frame 6313: 69 bytes on wire (552 bits), 69 bytes captured (552 bits)

Ethernet II, Src: 08:00:67:02:1f:6a, Dst: 08:00:0a:7c:88:fe

Internet Protocol Version 4, Src: 103.2.31.106 (103.2.31.106), Dst: 108.124.136.254 (10.
User Datagram Protocol, Src Port: 13778 (13778), Dst Port: 58396 (58396)

Data (27 bytes)

4 (1L

B8 00 Ba 7c 88 fe B8 PO 67 02 1f 62 08 00 45 00 eerlee.. g..3..E.
00 37 00 00 40 00 2c 11 34 de 67 82 1f 6a @a Jc 7..@.,. 4.g..3.|
88 fe 35 d2 e4 1c 80 23 d5 67 b6 @8 80 17 2b 6¢ AT T -t |
b9 68 37 B0 B0 00 B2 68 64 67 le ba ac 6d 73 .h7....h dg.j..s"’
|Bc el ce 23 aSl -

udp:39. 12. 227. 206:9125

Bl tudpdte p g ERRL

(2) % /e g ﬁ BFBEEE L A& % gd2line.naverjp ~
ga2.line.naver.jp 2 legy-jp-addr.line.naver.jp (IP: 203.104.153.1 ~ 203.104.153.129 ~
203.104.150.2) iz f73t¢ 2 # > BE A B T AL T LT i £ Rt e
dRREBEI A AL P HFTERS ERTFIRE - RBREEFTLE ¥
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(4)

R4 114121123125 =~ e % > ad Ay ¢ FE BT L AT PIRE >
ApF - k- Aol F S R LINE Bz *;m,a’?#@ﬁﬂ et @
{}ifj}u&ﬁ FrHE T AL R T ES HiE P PFLINE RPRE S - 3t
=
d

3,

¢ ER G662 3E A i ’ﬁiﬁwﬁ&’ﬁimﬁﬁg%w 4+
BRA 62 2 445 4 PIRE o d 2015 & § 467 @ enz ﬁ*?%% (4r@- ) 3
?."1'}%-*{"51 k7 gt @* LINEE g dje 34 axi2d He BB
“Ej]*‘u{t“ - EFITERE -
BEER PP R Fied ®iE4e 1 PIRE obs-jp-addr.line-apps.com
obs-tw.rts.line.naver.jp »  obs-tw.line-apps.com  (  1P:203.104.153.135 -~
203.104.153.134 ~ 203.104.150.4 ~ 203.104.153.7 ~ 203.104.153.6 ~ 203.104.150.46 ) -
ii?‘i‘%]‘r‘*fﬂ‘ﬂ%%ﬁwi‘zﬁé < oo@m & BF3E &R (MSS &+ & 1460) 0 F]
ZRBAF UG S B T BIE Ft A& Wireshark ¢ Info = ¢ 3T TCP
Segment of reassembled PDU | » BB R LR R f ¥ FE 5

=
fa 3

Wifi & s epks ™ o @%] K atvmiBiE (port 443) 0 F 5 R RERPIE D
A5 (port80) [10] » F]pt Asd 2 & Rk P ¥ 1y —ﬁ Pl A B AR B P

Foigth o (B~

beordE A T B4 ¢ 4ot 2 landineme (IP:203.104.142.52) it {7 4 4% 56
e B4R Y HDE B AT 1R T35 LINE 8 E 8356424 B4
B0 TS AT kAl BT AR (o

|ip.geoip.mum containg "ARFE631" and not top.analves.ret ission and not tep. len=—0 and top
me . Sounce Src Port Destination Dest Port Protoco Length  Info
2015-19-16 13:12:48 ga2.line.n.. 443 18.124.189... 41738 S5L 114 Encrypted Data, Continuation Data
2015-19-10 13:12:45 10.124.189.. 45375 ga2.line.n.. 443 SSL 66 Encrypted Data, Continuation Data
2015-18-10 13:12:45 ga2.line.n.. 443 18.124.189... 45375 SSL 114 Encrypted Data, Continuation Data
2015-19-10 13:18:21 10.124.189.. 57928 gal.line.n.. 443 SSL 741 Encrypted Data, Continuation Data
2015-18-10 13:18:21 ga2.line.n.. 443 18.124.189.. 57928 S5L 114 Encrypted Data, Continuation Data
2015-19-10 13:18:26 10.124.189.. 40996 ga?.line.n.. 443 SSL 66 Encrypted Data, Continuation Data
2015-10-10 13:18:26 ga2.line.n.. 443 18.124.189.. 48996 SSL 114 Encrypted Data, Continuation Data
2015-19-10 13:24:15 ga2.line.n.. 443 18.124.189... 54522 SSL 114 Encrypted Data, Continuation Data
2015-10-10 13:24:15 10.124.189.. 54522 gal.line.n.. 443 SSL 743 Encrypted Data, Continuation Data
2015-19-10 13:24:28 ga2.line.n.. 443 18.124.189... 36576 SSL 114 Encrypted Data, Continuation Data
2015-19-10 13:24:20 10.124.189.. 36576 gal.line.n.. 443 SSL 66 Encrypted Data, Continuation Data
2015-18-10 13:26:15 18.124.189.. 57319 ga2.line.n.. 443 SSL 744 Encrypted Data, Continuation Data
2015-19-10 13:26:15 ga2.line.n.. 443 18.124.189.. 57319 S5L 114 Encrypted Data, Continuation Data
2015-16-16 13:26:286 10.124.189.. 47342 ga2.line.n.. 443 SSL 66 Encrypted Data, Continuation Data
2015-19-10 13:26:280 ga2.line.n.. 443 18.124.189... 47342 SSL 114 Encrypted Data, Continuation Data
2015-10-10 13:29:83 ga2.line.n.. 443 18.124.189.. 51184 SSL 114 Encrypted Data, Continuation Data
2015-19-18 13:29:83 18.124.189.. 51184 ga2.line.n.. 443 SSL 743 Encrypted Data, Continuation Data
2015-10-10 13:29:08 10.124.189.. 46845 ga2.line.n.. 443 SSL 66 Encrypted Data, Continuation Data
2015-19-10 13:29:88 ga2.line.n.. 443 18.124.189... 46845 SSL 114 Encrypted Data, Continuation Data
2015-19-10 13:308:56 10.124.189.. 43464 ga2.line.n.. 443 SSL 742 Encrypted Data, Continuation Data
2015-18-10 13:38:56 ga2.line.n.. 443 18.124.189.. 43464 SSL 114 Encrypted Data, Continuation Data
2015-19-10 13:32:87 10.124.189.. 46791 ga?.line.n.. 443 SSL 744 Encrypted Data, Continuation Data

Bl- @ @23 i3te
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85-22
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85-22
85-22
85-22
85-22

20:41:
2017-85-22 20:41:03
20:41:
20:41:
20:41:
20:41:
20:41:
20:41:
20:41:
20:41:
20:41:
20:41:
20:41:
20:41:
20:41:
20:41:
20:41:
20:41:
20:41:
20:41:
20:41:

83

ZE}
5}
5}
03
03

8.8.
obs-tw.1line-apps.
obs- apps.
obs-
obs-
obs-
obs-
obs-
obs-
obs-
obs-
obs-
obs-
obs-
obs-
obs-
obs-
obs-
obs-
obs-
obs-

8.8

tw.line-
tw.line-
tw.line-
tw.line-
tw.line-
tw.line-
tw.line-
tw.line-
tw.line-
tw.line-
tw.line-
tw.line-
tw.line-
tw.line-
tw.line-
tw.line-
tw.line-
tw.line-
tw.line-

apps

apps

apps

apps.
apps.
apps.
apps.

apps.
apps.
apps.

apps.
apps.
apps.
apps.
apps.
apps.
apps.
apps.

53 18.0.2.18 18936 DNS

96 Standard query response @xlac8 A obs-tw.line-apps.com A 203.104.158.46

com 443 10.8.2.1@ 33966 TCP 58 443 » 33966 [SYN, ACK] Seq=0 Ack=1 Win=32768 Len=0 MSS=1468
com 443 10.98.2.10 33966 TCP 54 443 + 33966 [ACK] Seg=1 Ack=186 Win=33588 Len=0
.com 443 10.0.2.10 33966 TLSv1.2 1494 Server Hello

com 443 10.0.2.10 33966 TLSv1.2 1443 Certificate, Server Key Exchange, Server Hello Done
com 443 10.0.2.10 33966 TCP 54 443 - 33966 [ACK] Seq=2830 Ack=312 Win=33580 Len=0
com 443 10.0.2.10 33966 TLSv1.2 105 Change Cipher Spec, Encrypted Handshake Message

com 443 18.08.2.10 33966 TCP 54 443 » 33966 [ACK] Seq=2881 Ack=1118 Win=33580 Len=0
.com 443 10.0.2.10 33966 TLSv1.2 476 Application Data

com 443 18.0.2.10 33966 TCP 1514 [TCP segment of a reassembled PDU]

com 443 18.0.2.10 33966 TCP 1514 [TCP segment of a reassembled PDU]

com 443 18.9.2.10 33966 TCP 1514 [TCP segment of a reassembled PDU]

.com 443 18.0.2.10 33966 TLSv1.2 1514 Application Data[TCP segment of a reassembled PDU]
com 443 10.0.2.10 33966 TCP 1514 [TCP segment of a reassembled PDU]

com 443 10.0.2.10 33966 TCP 1394 [TCP segment of a reassembled PDU]

com 443 10.0.2.10 33966 TCP 1514 [TCP segment of a reassembled PDU]

com 443 10.0.2.10 33966 TCP 1514 [TCP segment of a reassembled PDU]

com 443 10.8.2.10 33966 TLSv1.2 1454 Application Data[TCP segment of a reassembled PDU]
com 443 18.0.2.10 33966 TCP 1514 [TCP segment of a reassembled PDU]

com 443 18.0.2.10 33966 TCP 1514 [TCP segment of a reassembled PDU]

com 443 18.8.2.18 33966 TLSv1.2 1237 Application Data
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