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Abstract
At present, the development of cloud computing technology is becoming mature, and the

related services are innovating. A similar cloud services architecture such as AaaS (Apps as a
Service), aPaaS (Application Platform as a Service), or MAaaS (Mobile Applications as a
Service) is derived from the Software Services (SaaS) cloud service architecture, so that users
can use any browser on any digital device to connect to these applications by the Internet, which
is now available from more well-known SaaS vendors of the application cloud services such as
GoogleApps, Apple iCloud, MicroSoft Office 365 and Salesforce App Cloud. Most of the types
of apps that can be used are limited to office applications or cloud storage services, and the
number of software is inadequate. Some cloud service providers launched applications such as
Google Docs and Microsoft Office 365 and other type of application cloud, emphasizing to use
any platform to run any application anywhere, so that the user can purchase or rent the
application from the cloud service provider on a per-use basis. All hardware infrastructures,
mediation software, app software, and application data are located in the cloud service
provider's data center. Because the application cloud service has the advantages of ease of use,
high mobility, hidden and difficult to confirm, the application cloud service is likely to be one
of the options for criminals to avoid crime investigations in the foreseeable future, Therefore,
it is necessary to study the digital data of the cloud service client and how to collect and
authenticate the application of cloud architecture and related services. This paper will
experiment and analyze three application clouds service, such as Cameyo, rollapp and Turbo,
and provide the steps and procedures for the preservation, collection and identification of digital
evidence that can be used by the application cloud service client data to assist in the
implementation of digital forensic practitioners have a reference method when encountered the
application cloud service case.

Keywords: Digital Evidence, SaaS, AaaS, Application Cloud Service, Application
Virtualization, Digital Forensics, Anti-forensics
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