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Abstract

Due to the connections and communications of a variety of Internet of Things (loT)
devices, this study proposes a three-tier 10T system which includes servers, gateways, and
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devices. The servers can communicate with gateways and devices through middleware server.
The gateways and devices include communication module, discovery module, connection
management module, security module, registry module, control module, notification module,
configuration module and data module for a variety of 10T services and applications. In this
study, the discovery module, connection management module and communication module can
be used to discover the devices in the local area network and to connect with the discovered
devices. Furthermore, common control signals and data schemes can be defined and
implemented in the control module and data module to retrieve the real-time information and
status of each device for device control and management. Moreover, this study designs a push
service server and notification module to obtain a connectionless single-direction push
mechanism for actively publishing messages to a target device. Finally, a security server and
security modules are designed to perform mutual authorization and authentication according
to access control lists and to combine with encryption and decryption techniques for the
protection of data transmission.

Keywords: Internet of Things, Gateway, Discovery Module, Security Module, Mutual
Authentication
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2.1.2 AllJoyn 2 358 B

<node xmlns:xsi="http://www.w3.org/2001/XML5chema-instance™

xsi:noNamespaceSchemalocation="http://www.allseenalliance.org/schemas/introspect.xsd">

<interface name="org.alljoyn.Stream":

<property name="Version™ type="q"

<methoed name="0Open™/>

<method name="Close"/>

</interfacex
TypeZE
<interface name="org.alljoyn.Stream.Port™> > Siﬂ]\/ q.%
<property name="Version" type="q" access="read"/> > q: 2=
<property name="Direction"” type="y" access="read"/: > a: fEFl

<property name="Capabilities” type="a(sa{sv})" access="read"/> 3 y: binary
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