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The Aggregation and Classification of BYOD Security Threats

Abstract

With the popularity of mobile devices, the issue of BYOD (Bring Your Own Device)
becomes more and more important. BYOD stands for a new stage of enterprise mobile mode,
and it will change the working ways of people and enterprises in the future. Because of the
characteristics of BYOD, it not only has many advantages, but also brings some security
problems which differ from the past. These security problems are also the main reason that
obstructs enterprises all over the world to apply BYOD policy. Therefore, we aggregate and
classify existing BYOD security threats and risks in this study. Based on the security threat
classification of existing mobile security-related organizations and scholars, this study divides
BYOD security threats into three categories: “A. Security threats of mobile devices”, “B.
Security threats within the enterprise” and “C. Personnel-related security threats”, and then
subdivides into 12 subcategories, with a total of 39 BYOD security threats aggregated by this
study.
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