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Abstract

With the development of “Big Data” and “Data Mining”, the issue of “open data” has
become an issue in protecting personal information. The Ministry of Justice states in
“Standards of Personal Information Protection Act related to De-identification” that "The
overall risk assessment should be carried out based on the degree of identification in

TE i’riﬂ" (Corresponding author.)
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accordance with different data types or data provided ways.”. Clarify that it is more
appropriate if the “open data” is at the level of "anonymized" or “non-retraceable
Pseudonymised”, which is also known as “Pseudonymed without controlled re-identification”.
Based on this, this paper discusses on the pseudonymation data security incidents that have
occurred, and puts forward the would-be framework of data open controls based on the
principle of proportionality.

Keywords: Anonymised, De-identification, Open data, Pseudonymised, Vulnerability
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4.1 % * drf2d myp
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42 %% % Mip £_F %23t m
5. 4 1B R B REMMAEMAC > F M=CcHF L pF - [ x E2 PFRE T
M#CPEE=> F 2 o

#~ IRSAP PR Aak

ged (10+0,55) =5, ged (10+1,55)=11

gcd (11-155)=5, ged (11+0,55)=11
gcd (21-155)=5, ged (21+1,55)=11
ged (34-155)=11, ged (34+1,55)=5
gced (44+0,55) =11, gecd (44+1,55)=5
6. gcd (45-155)=11, ged (45+0,55)=5
54011 % pdrq> & RSAHI? @@ gk > m2L0~ 1
FehpEE o APT RN g E dais At A E

_(ged (e-1Lp-1)-2)x(ged (-1 p-1)-2)

(I1+gcd (e-1Lp-1)x@+gcd (e-1, p-1))

e~d57 L2 PR dple i £ 95pFiz 0 bl e d 1]1,6,21]

ok~ wnh e

n—1aiEs L

j’i
I

fr‘? 0 "'Tff » RSA ?ﬁ,: Lz
T ] g 2

%F’fl}ir‘]ﬁﬂl’/lg’}'im;’;% &F*i*b—!ir'z\{’-‘“i‘fﬁi

BE ol hE R 7w

AR F R TEERLF

(The Qualified Investigator model) ; 2 3 *35 B~ F 4 (limited access data):7= ;¢ > &/ 3
i * o
A4 B0 TR IR PO R
% &% ISO/IEC | ISO/IEC ISO/TS ISO/IEC ICO (2012) | Article 29
2" WD 20889 : 29191 25237 29100 (2014)
2016-05-30 # * (2012) (2008) (2011)
3z
4 zw) it (De- N/A De- Anonymisat | Anonymisat | N/A
identification) identificatio | ion ion
n1
Anonymisat
ion
#& ¥ (Masking) N/A N/A N/A Anonymisat | N/A
ion
Vi dleng #rae | partially Pseudonymi | Pseudonymi | Anonymisat | Pseudonymi
N2 T L anonymous, | zation sation ion sation
(Pseudonymization par'FiaIIy reversible
with controlled re- | unlinkable
identification)
&V rdlend i N/A Pseudonymi | Anonymisat | Anonymisat | Pseudonymi
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Wz T L zation ion ion sation
(Pseudonymlzatlon irreversible

without controlled

re-identification)

T 1S N/A N/A N/A Anonymisat | Anonymisat
(Randomization) ion ion

Z_fL N/A N/A N/A Anonymisat | Anonymisat
(Generalization) ion ion

EQARE S S N/A N/A N/A N/A Anonymisat
(Differential ion
Privacy)

7R %R ¢ ISO/IEC 2 WD 20889 : 2016-05-30, Information technology — Security technology —
Privacy enhancing data de-identification techniques, Annex B.

PP

1. ®R®F &R 742 % (Information Commissioner s Office » f £ I1CO) -

2. Article 29 ThwtR 2 45

3. & 7 M3t G 4 (Statistical Disclosure Control » SDC)z. " % & i (anonymlzatlon) (s
stronger than that of) " & s u] i (De-identification) | g e gl » H 220 @ * Stz p g
SDCeng 24t % & o

B RBE LRI LB OREGENBGFT AT O HE N2 B
[2,6] » AR T ip 4 Fpd @it R 8RR 372 [19]

2012 & 1 mp REEEL T A TR #:£4p 4+ (Directive 95/46/EC) ; ~ %Ij—"rii;m
'£4+4p £ (Directive 2002/58/EC) ; £ B e = - 4p % (Directive 2009/136/EC) ; = =
A TR R £ 22 4] 0 B H - SRR (Regulation) f§ 1 48 B /12 £ ¥ iz
*&ﬁ P arx GEH - #ixP B 52016 £ 47 14 p > TR ELE 2016 & 4 7 27
poa 2 T 4 o i3k 2 0 (General Data Protection Regulation > f§ #£ GDPR) ; > **
H (26)%,‘? %2 93 ity 0 T% £33 (anonymous information,) &, 45 2 -

Z2FEME e B AT RG] R a o M EAHFE LRI A TR S T
A 2 E A2 L EVENG TFER ;R ER(@rticle)d 2% 5 A TAPM R
SDC # " % % i* (Pseudonymisation) | : :g,#g, BAFHREEILE il Ed
BERP AT ¢ R A TR AT A PR TR S

*&T

RS —F,« A SR =3 ) o __%__aﬂ,quoﬂﬂ;}a.%& 12 2 £ Pl (measure) 1 FE 525 B A A‘}f
HREET e e AT ﬁwlﬁﬁ&oJ%?%%ﬁm?magﬂ,rﬁr# i B

38



Communications of the CCISA
@ﬁ Current Features
Vol. 23 No. 2 Apr. 2017

W2 L E TR 4l J"%‘E‘% Pty o A EIRORR Y 00 I
#2338 GDPR e M4g% &1t | 2& > P eFw T H+ 42 £ 7% > (Payment
Card Industrial Data Security Standard - PCIDSS) ; * % § #=# 2 L4 - ISO/IEC JTC
1/SC 27/WG 5 & = 35 :2 7 ISO/IEC 27551 2. GDPR e 4% Z 1v | 4p B 2 B384 2 e
1 FsE p ¢ o GDPR*igAx 11 p g 3 @vw| it (de-identification) ; 2 L5 » H-F 4 F
% 4 & 1o u(identified) | ~ Tt ahy (|dent|f|able)J ~ Dz 11 20 @ 2 2w (de-
identified) ; ¥2 T % % it (anonymous) ; 4 B & & > *tiE4 1516171820 2 21 &
it 4 BB 3T GFIEH > TR R OERE 2R LR RT
7 0 0% ¢ 25 #- PbD(Privacy by Design(fi3k 3+ ¥ = 2 #1'8 )3 » R de 130 H 5 7 (78)
B o Tae R Ty M2 p A A a2 pd 2 i3> FHEQE 7 el
B S 0 S AR R (GDPR)AE 2 & R AR E G o, o IR R2BMHA
L IL% AT e FHEF LI~ 4o R (encryption) E B2 ﬁ?m:; IR~ 3N
35484 T A‘} I7 3£ =¥ 2= #-(data protection impact assessment) |, - 3t iE2c 37 ~ 38 2 39
Lﬁqsv "F AL % R (Data Protection Officer » f§ 42 DPO) | ehi % o i #x 83 7 2 43t -

iehig i o fact "4 10,000,000 F R b - E R 2 IRE K jT 2 2% B
2P 2 a2 0 Ji AR AL 20,000,000 B R 23R E T 0 A% B F o
GDPR % % (readiness) 1 f£3% p > & DPO i § ; g f» 2010 & g it GDPR %
#x 37~39 2. DPO erfg §r » Ff (¥ % - GDPR x4k 40 ~ 41~ 42 &2 43 4.4 (7 :;—QE’ | 12
2% 0 IMME S5 F 5 ISONEC 27001 (74 H & 5 B A T mu itz Tip A
TORE I kS &R RE I E R DRI

TEEAE,  ART AL B TR GRS REF TH e ey

Flae 2 B R Rl {25 T & K- TR MHE L AR E DPO 2 Bgs > 4§ R
Wit~ ERTEN R T POD ~ TR EGFTEE LRI ALY J}z).*er,u i
Al » 3% 2017~2020 # & A & TDPO % & engesr 11 % 205 | 2 T 5% 2 (compliance) 3] i
# (accountability) 1 PIMS 2z % i 2 r"*ﬁ» B f i LY T F ARz > E
B B BB B2 #ﬁ?ﬁ?/ﬁ‘" +* PIMS#&E+4] > R 3R T A/ o
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# +:ISO/TS 25237 : 2008-12-01 % 5.1.5.2 & 2 *E# 7 £ i

=

privacy protection) % £

& (Levels of assurance of

=

ST TR
A= B2 b 'R
(the risks associated
with the person

TES Y
Wb B2 b & (the
risks associated with
aggregating data

K a3 A MEHE
PO BRI b G
(the risks associated
with outliers in the

identifying data variables) - populated database) -
elements) -

S L #gravasy | Lo she- &8 |1 Bs- &

EREEIREEE L'~ %%ﬁ§ﬁ§ﬂ* 2. BHEEHR T E
RN s 7R IR A

e Be* Tz pl(rule | #-h3mz LB FRE | FIF G EEAE > P oW
ofthumb) ; #'z i 4 | o~ T & > FRIFE | &R (522 F S
T EABmFAIL PO T | kB ER)

Ao g B E0Ap B S

HREFXER H (6310 8B /g > | ? (572 ¥ M 1) % (123 18 B /41)

ARz % >F kR 1 2016-11-06

B v pod PEIR > A20K)

WO AEA | - AREOR et RBOEFOR DR | R TR D b
WA RPEPMEE %ﬂ%%%i&ﬁ% BEoET > ER
ETERPBHELSE |4 - WHIEE 229 <
P A F e

THZ2 404 | BE T8 REF 2404 | 9 Hggﬁé+nj’ﬁéﬁ$%?féﬁﬁ&

Bt 2012 # 7% 27 p + = 10 304~ 3 12231647 0 T B ARE

ISO/IEC 27001 ’é&(%})%}g
2 33 8L A A3

# it PKI
29553 P ehE
% i‘ﬂ?

Zjﬂ%£$iﬁmwﬁ,$@;\wﬁﬁ% BARIFRHI S Z
TR L LR R 2
#£~2021 & ch 2 R E

2 A 47 3

hﬂﬂ

~
ﬂ?
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» (H4by
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