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Abstract

The changing of network and technological progress has gradually alert the
attention information security and information security education. Traditional
stereotypical narrative teaching has limited effect on learning. In addition, to present
the hacker attack and defense technology, it needs a reality simulated hacker attack
and defense environment for students. By drill of hacker offensive and defensive
techniques, we can evaluate the effectiveness of learning and enhance the willingness
of learning. This study is based on open source and OpenStack technology, design and
build a cloud computing platform for teaching and construction of the relevant hacker
attack and defense materials. This platform is divided into two parts, namely the
principles of teaching platform hacker attack and defense as well as hackers reality
simulation platform. As for the students, they can achieve learning theory and
practical operation, trainings with offensive and defensive capabilities of the
personnel. For teachers, they are able to produce low-cost concept teaching platform
with high flexibility and availability of the cloud to quickly construct a hacker attack
and defense materials, as well as a large number of rapid deployment on environment
and also monitoring the hacker attack and defense reality simulation environment for
students both theoretically and practically. This platform will be used as base practice
ground for cloud information security attack and defense training. In addition, this
study uses technology acceptance models as well as open source cloud computing
platform analysis and design a suitable model for science and technology acceptance
cloud teaching platform of hacker attack and defense from user acceptance
perspective. The results of this study shows entertainment of the system can enhance
the users’ intention of platform using. Users can also enhance the perceived
usefulness of using teaching platform attitude. By statistical analysis, teaching

learners to use this cloud platform for information security and acceptance of hacker
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attack and defense learning will also provide teachers with information to develop

cloud teaching platform and important reference on related works.

Keywords: Cloud Computing, Information Security, Ethical Hacking,
e-Learning, Technology Acceptance Model
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