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Abstract

In this study, we propose a systematic approach that measures the code coverage
of Android dynamic analysis tools. Code coverage measurement is a fundamental step
in understanding the capabilities of such tools. Previously, researchers often measured
code coverage by using dynamic instrumentations. However, dynamic it is effective
only in certain controlled environments and, therefore, are only applicable to local
applications having source codes. Our approach resolves the aforementioned problems
by generating statically patched Android packages for profiling dynamic analysis tools.
The generated packages can be used to measure the code coverage rate of both local
and remote tools. The measurement results reveal that the code coverage rate for the
evaluated tools is between 10%-50%, indicating that these tools still require
improvement. The results provide detailed information for researchers and developers
to thoroughly understand and improve dynamic analysis techniques.

Keywords: Android, code coverage measurement, dynamic analysis, software
testing
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public class Coverage {
static Hashtable<String, Long> map =
new Hashtable<String, Long> () ;
public static void doCount (String id) {
if (map.containsKey (id)) A
map.put (id, map.get (id) +1) ;
} else {
map .put (id, 1) ;
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const-string v, "324040"

invoke-static {vl}, Lorg/codroid/util/Coverage;->doCount (Ljava/lang/String;)V

const-string v17, "3242340"

invoke-static/range {v17 .. v17}, Lorg/codroid/util/Coverage;->doCount (Ljava/lang/String;)V
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Method public static count_32_23_0()V

Jocals 1

const-string vl, "32323:("

invoke-static {u0}, Lorg/codroid/util/Coverage; ->doCount (L java Tang/String; )V
return-void

.end method
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£ g (64-bit) i 5 T SR BIAR K 4 %P M%ﬁv#@ B Bl AT S S0
P e SR A T SRR T AR B A o

Hi(flag) - * kgt - BRHAT LS I EY D - BRA ¥
- B3 E E\){\]N|ci‘c“‘ o

BE 3T A3 S fE 0k o AP R — B 4-Dit B i R R BLAR T 78 T KdE o b4
Bk - B RITG — BB FEEE S Obeef6(16 &) 45 £ B R AR T T 5eh
& 8 eE e s nit() - update9() - updateB() - updateE() - updateE() - updateF() > update6() »
v % commit() o B SE T AcP I FIEE SN e L0 R b e e AL S N el o A
PR B 6 ERaFE e T SRk E m‘ﬂﬁ/ﬁk o it B i & 72 v Huffman %45 [18]

FARIT ML c T - B apkﬁ,%_ P 3 FuBsu P={Cl1<i<u}-f %~
;f;\ Pixit- Bcallgraph [30] ' £ F 5 g SV ef vl fig(T > — BV H 8 3
Fort et e ) o R AE WG d VB A S RCd Wi E A FMC =
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SRR e R FWM% ho BE ALY BB SN R R o A
o3 mE RERL?PEE RAIds BRERDLSFREIE MY R b o

ANHBRET A BER PP HTEE SN RERNKRRES
YLR L SRSt e 2ol AR DI dea s o B 0 AT S SAp o A 7 2 &
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public class Coverage {

static Hashtable<Long,
new Hashtable<Long,

static Long one

static Long key
static
public
mutex.lock () ;
key = 0;

}

// update functions for 0--5,

oauer

Lock mutex =

Long> map =
Long> () ;

= new Long(1l);

= new Long(0);

new ReentrantLock ();

static void init () {

7, 8, A,

and D are omitted for saving spaces.

public static void updateé () {

key <<= 4;

key |= 6;
public static
key <<= 4;

= 9;

key
¥
public static
key <<= 4;
key |= 0x0b;
I
public static
4;

0x0e;

kKey <<=
key |=
}
public static
4;
0xQ0f;

key <<=

key

¥
s/

public static wvoid

null;

Long 1 =
if((1 =

map.put (key,

} else {

map.put (key,

}

voild

void

void

volid

map.get (key))

update9 () {

updateB () {

updateE () {

updateF () {

commit () {

'= null) {
i+ 1);

one) ;

mutex.unlock () ;

W 5: A %8 Kb RSB IE » SRR R 1F) -
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Require: A counter implemented as an associative array.
Require: A package P containing u classes,
Oill <1 <ul

1: for each class ¢ in P do

2:  for each method m in ¢ do

3: if m calls method m’ then

4: counter[m'] = counter[m’] + 1.
5: end if

6:  end for

7: end for

8

: Initialize L to be an empty list.

9: Add all keys in counter to L.

10: Sort L based on counter value in a descending order.
11: Let seq = 0.

12: for each method m in L do

13:  for each block b in m do

14: Assign seq to b as its block identifier.

15: seq = seq + 1.

16:  end for

17: end for

Bl 6 * Adpin kB A RBOTE Z -

34 EHXEHE

PRl R R B R e, B - BB apk IR AT B
FREFBPIEP RS G AR PR T F SRR - BEH PR
%a’wié%ﬁupkﬁﬁuﬁﬁﬁoﬁwi—@ RlEEIHETH>RES

s bldeE L - B FlE R m*ifﬁf‘*?*{"* FALR e ip B G RiEM
BN WO R AR R TRV Ak - B
RIEEEER R FT B GRE IR BRI R
measure.[UNIX-timestamp].out s & & file B B3 i A * A28 A4y 7
B o s\ i * Java ¢h1 Hashtable 4 i+ & #-% % % >t ) 3% o Hashtable 73 B3 {7 (0%
BARRI 2 B B RAARN T OTE - FIM > BB i s S0 BE Fi(:
16bytes) » & 12 big-endian # & o — Bt kissRHARER ¥ - B ¥ kot
BB o Btptlmihs ot A o

(R &E%F’A%wé Bp B R RIS AT B P
$1POST 3f-de e frh il R ApiT - B % € 1/ - L5 B 3 Hlf B fie -
AR Pﬁijz-wé * PHP w’jxgggﬁ'm o hR T HHEAR g@;”%ﬁfzvm =
POST thig % 5>t H - Bh % o Fl0 » & BRI 40 ~ R ofik 5 7 )
ﬁ.ﬁi%@i‘xf@«g@; WO B B R § M35 A R 5 JSON $ i #- JSON
FEESFE R Zlib T EST P R MR 4T P G 5 base-
64 5 ﬁx"‘ 12 POST 3K @i Tt - T TR B RS PR R R

%4 g & B POST 3 H- {ﬁﬁo&{JNBT‘%%’?ﬁﬁﬁﬁmﬁ
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AR R N2 R R G AR RF BT SET IR
" #-JSON F B FiEfhF 4 o
35 HFEHKE

PR LA HEH o Ht AR AL - BE PR R
SRR T2 AR PRE R o R B R TR R L e ok
- BRIE EAET G AR 0 ) B R oRRER T e B2 e O H
P Ml ah Rk o ¢ MBI RS FH D B R RS S
AR PIRE L -

2~ R

AT B & A PR B R AR A PRS2 AP AR T LD
Wi AT B £ TS BEenE o SR F L R PR B ehic iRl B E S
22 g Emma iRl B b R R E o Burs 0 AP L B i A 451 £ o

B o

41 £F76 EAAF

i Google Play # #-F & icch 24 Bags T 47 112 B> A28 % # -
W BEEEFTUIRAFRAPEEFBR R F oA PEET DR ER
E

1 AE? R P FEIARREY N -Flo ~ S b a7l &8
WHHEF T -

2. HEY HEELPENIHIE TP BRI T ik EF Google
JREFETERE ~ TR ~ % A85Y 0 SRV o #0F R B R o

3. F@EgwleF i b3 - BE it 8megabytes F & -] > F1 5 Anubis 3t 2 2
7 ¥ 8megabytes i+ /| 4] o

4, ARG RGN R EAAFERERE Y RN TS B A2 S LAy
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Fo 2~ QAT N FpliESE S o P Size (2 # + /] /MB) ~ Emu (H# % ¢
FTHE)AP(F £ 373 5) ARG (12 7 3 17) ~ CP(F 13 4) ~ CR(12 4 15 7 44 {7)

Category 113 Sizc Emu AP AR [ CI
Books & com.chaozh.iReader 10.8 [ [&] x
Reference project.SimpleBibleTAndroid 3.0 <« «@ () (] ()
pdfreader 59 (] (@] (] (@] D
com.merrTriamwebster 29.8 (] (& (] (e D
com.hotdog guidefortempleruntwo? 7.5 < (] (@] Q X
Business coT ATtsig BORT dte 211 [&] o [&) (=] [&]
com. fuho.vacronvicwer 9.7 (e] (& O (@] X
com.indceed.android.jobscarch 1.7 () (] (&) () x
com.cnlighiment.appslocker 2.2 (] (& (@] L] (@]
com.obicat.vroom 2.6 o (=] (=) =) O
Comics jp-Incbd lbdmanga 75 [&3 [&] [&) [&) (&)
com.naver.linewebtoon 12.8 (@] (& (@] (] O
com.dena.mj 6. (&) (& (] < (&)
com . notabasement.mangarock.android . titan 7 (o] o (o) D (o]
com.chraman.anime.girl.live. Wallpaper [ [ (&) [s) O
Fducation com.ted.android [w] [ [ [ [w)
com.acobot.en < (e (&) X
com. korcan_vocab (&) (& (&) O (@]
cplusmoment.ds.ced (& & [} (5} =]
com.gv.gvdicl (=) (] < (=) ()
Entcrtainmaoent com.rantaz.sgfunnyquolcs [&] [ [&] (=] (&)
com.oulfil7.supersilariree pe
com.sorasu.armilku o o x
tw.com.off taiwanradio [ o« < L) (9]
Tamily com.okl. phonenew [=] [ [=] (=] [&)
com.pescapps.kidspaint o o o o o
aircom.tutotoons.app.sweethabygirlbeautysalon o o o o x
com.reptolab.ctrexperiments.ads O o O ) x
com.artelplus. howtodraw (&) o (@] D (=)
Finance com kpmoney android [&] o [} (=) [&)
jp-umited app kanaheimoney (@] (= (@] (@) (@]
com.lib.cwmoncoy 5.6 (0] (e (@] (] (@]
com.ficc.ahorro 27.5 (] o (@] L] (@]
com.cilibank.mobile. lvw 24.4 >
Health & jp-nc hardyinfinity. bluchghtfilier. frec 1.8 O (] O [} (@]
Filncss com.popularapp.periodcalendar 9.9 (@] (] (@] L] (@]
com.meihillman.eyeprotection 1.4 () o« (] L] @
com_popularapp.sevenmins 6.9 O o [} x
com.geckslab.eyveprotection 1.3 (=] (=] (=] (=) (=]
T.ibraries & com.tplink.tether 3.4 [=] o (=] (=] [w]
Demo | com bettertomorrowapps. camerablock frea 2.05 =) o [ x
com.startialab.actibook 7.5 (e (e8] (@) D (&)
com.liferecipes.healthyrecipes 3 O @) O O O
com.mujcrhairdesign. hijabfashionandtutorial 3.7 (] (] (&) (] (@]
Lifestyle com. hantor.CozyMag 1.2 [&] [ [&] [&] [&]
com.ilkea.cataloguc.android 26.4 >
jp.gmomedia.coordisnap 10.9 o o o x
com.endless. kKoreanrecipes 4.4 (&) (@] (&) (&) (]
<com.solos lLawesomealarmcaloock 7.6 O [ () D O
Live Wallpaper com.cleanmaster.securit 8.8 [@] [@ [@) [@] (@)
oms.mme.fortunetelling.gmpay.almanac? 14.4 I o x
com.oggaeorp.bgh 7.2 (@] (@] (] (] (&)
com_devuni_ flashlight 1.4 < o (&) L) x
com. poker.clubs.wallpapers.cute.anime.girl 2.2 [} O [} O O
Media & Video com herman ringtone 2.9 [w] O [« [ [w)
com.machipopo.maedial? 16.3 (&) @) (&) [e] (&)
com.youku.phone 24.5 &) (& O (=} X
com.android2014. lubceclicnt 8.6 (] [ (] L] (]
com.perfectl.player 11.7 (o] (&) (&) (=] (=]
Mecdical com. hZsync.android . hZsyncapp 10.4 [&] [ [&] X
com.hotloud. braincrush 4.6 x
com.despdev.weight_loss_calculator 4.0 « o @ D (]
com.smsrobot.period 5.2 O (e D (] D
com.doevelopica.comtracker 1.3 > [ () (=) (&)
Music & Audio com squy hongkongradio T4 [&] [« [ [ X
Mmusic bassbooster.cqualiver 2.8 (@] x
com.czhoop.music 3.4 (el (e (&) (o] D
meodia.audioplaycer.musicplayer 3.6 (] (] (&) L] (@]
Noews & com.idcashowecor.readitlater.pro 14.4 < [ [&] (=] X
Magazines com.hiiiryahoo.friday 2.8 O O O O O
com.nextbmedia 12.1 (&) o (@] L) (&)
bbc.mobile.news.ww 11.5 (&) (& () (=) x
com.tam.gionews 7.8 O o« D =) O
Personalization com.dotools. MMashlockscreen 3.2 [@] [ (@] [@] O
com.apalon.wallpapers 14.4 o o o I} x
com.sharpregion.tapet 3.4 (] [ [ x
com_rayg. sirenringtones 10.9 o o (=) (=) =]
FPhotography com.instagram layout .9 (& () [ o (]
com_pipcamera. activity 21.3 (] (@] (] (@] D
uspinguo.sal fie 20.7 [e3 o [} [} =)
com.lyrebirdstudio.montagenscolagem 18.5 < (e8] () L] (]
com.alensw. PicFolder 2.6 (=] (] (&) (=] (=]
Froductivity com.shore.casy touch 315 [&3 o [ [ [&]
com.surpax.ledflashlight.pancl +.84 < [ (&) (=) ()]
Shopping com . thoecarousall.Carouscll 60 [&] [&) [&] [&] [&]
com.taocbao. htao.android 12.0 (] (] O X
com.pinkoi 11.4 o o <« x
com.zalora.android 5.6 (] [ [ L] x
com_google.zxing. clientandroid 1.0 (s (&) o o (=]
Sports com.nbaimd.gametime.nbaZ011 33.9 [&] [& () x
com.yinscam.nbawarriors 14.6 O (@] (] x
com.protrade.sportacular 1.27 O O O x
com.pacomob. basketballstrategyboard < o (&) D (&)
topigeon.com. tw.smsreport (@] (&) O X
TooTs com.casyx.coolermastor (@] o X
com.arvappstudios. flashlight [en] (&) O (@] (&)
com.mecafce. balleryoplimizer (&) (&) o o X
apps.ignisamerica/cleaner (& &} (&} X
com.thanh.informationdevice (=] (@) (o] j=)] O
Transportalion noexti.android.bustaipei [&] O [&] O O
com.booking, 2 (&) < < (& x
com.ubercab 16.1 x
com.joelapeanna.foursguared 16.4 () [ () x
Travel & Local com.hotelscombined.mobile 3.6 [ [&3 [ [&] x
COITLA s mobile.chapters.trans 2.4 <« «@ (e O (@]
com hcom . android 23.2 (] o (=) D xX
com.wego.android 12.4 O (e D D >
com. tigerairways. android 5.0 (] (o] (&) (=] (]
Woeather com_yahoomobile.clientandroid. weather 19.8 (] [ [&] (=] [&)
com.exovoid.weatherapp 15.9 x
com.monirapps.thermometer 6.2 o o (] L] o
com.accuweatherandroicd 13.4 < (&) < (=] (&)
Total 112 106 105 101 87 70
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£ 02 RMBHREESNEE A hE Y > 5 106 B AT S iR
e Android it B3 7 (34 7 Android4.3.1 » APl &%) 18) - $:: 106 BE ¢
105 i # 2 * apktool £ &7e %K 0 iz 105 B ¢ 5 101 B ¥ r= w8 % B3R EBH
o AP HITA R MR FBAT T LRI i R10LBERE o F 70
PR F AT o AT MRS ek enig AT & 4 5 §_69.3% 0 A w i i H
WKk end B[17] o~ B2 Eiyhs A AR BARR T LG BB R Tl $295
NPk AP R NFEERRF LEF K %g%%ﬁnob4’
- BEREFTNEFEHFOEANT Ao W AE B FIY o S ROET 20 F
& F L_’fﬂ—ﬁ$6§if‘f°'ﬂ AR Gy At llian) L A e AR EY AT
oo NP LA R AR c N E AT R A R APV R € R S
FonF o RERRERRERE O OMZEFFEEREL -

Y

f

“.1

EMMA Coverage Report (generated Wed Nov 19 09:37:34 CST 2014)

[all classes]

OVERALL COVERAGE SUMMARY

[ name [ class, % [ method, % 1 block, % | line, % |
3T (2422.3/°2227)

222 <iazss=s 38a  (18/1¢ 22% (777288 | 2¢s  (20es/37:2

OVERALL STATS SUMMARY

COVERAGE BREAKDOWN BY PACKAGE

name class, % method, % block, % line, %
i ¥ [l 0% { 4y I3 =2 x7)

[all classes)

EMMAR 2.0.5312 (C) Viadimir Roubtaov

B 7:Emma £ A& 4 o HTML 3¢ £
4.2 4= Emma +* $&
APFFVRAP LT ORMGR R E S S S M2 Emmasig % o8 X Emma
Foergh v v E - B R ESHT BN E e 5 Emma A e & Android
i’ropg—*? 113 T yljrﬁﬂjwu i = Android i# * Emma%ﬁ@]g & 1 Android

g

l-‘-'
W (e

o

g

a) _L i Téc - f# <instrumentation>$§ 4t ¥ 45 T & Rl & L * 4250 R EARA K
z AndroidManifest.xml 4% % -
b) ?E-]“» HEPNMEFZIFIGFT 2457 @ Emma i@ gl E % -
C) Al - BATEOEE W KB~ R G MainActivitye im B A250 P ATénie ~ Bk
2 5 Emma gy 7 org dde e it iE4E o
Y FFUERFRZIEHBFEHFLAEL B DY N EE - - BAT
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sh.em Fok (] 400 coverage.em)k 2 = kip B MEFRL & chdp £ 10 % EfRTe
BT R T L (5D adb) dedp 4 B R R ARSS

$ adb shell am instrument -e coverage true -w package name/runner_class

Nud

? runner_class ¥_#-ik g MainActivity 3744585 %) o Bl E 5 %453 -
& .ec 4% % (4 converge.ec) » " i & fs K ¥ & emink - Bt~ o fRE 0L R
E2% B 7T5HR- 2EmmaA 2 o HTML 32 -

%1% Emma % & Java & 445 0 34 F-droid B sb[12]7 40 T B R 4250
- & B & Android fig * A23¢ AR RE A o F B % kRS E Android F 2 ehfii
B FIL R BRI o & 3 FR VRS F RN F AP 2o ¥
Emma #718 enD| % % 55 02 o 22 A > Emma fJava 4250 e3F 3 K st B A A
Pl tesmali(e £)4255 3% 7 & a3t B A licesmali 255 75 5 7 7 5 - B H fhendy £ o
% 3 AP Ee Emma B RIEE R o

Package: net . scurceforge. opencamera
Class Method Block Line
Emma 50.30% 46.36%0 44 19% 444 29%
Ours 49 09% 43 .77 %o 34 .97 % 43 . 20%
Package: com.uberspot.azo48
Class Method Block Line
Emma 1T00.00% 64.7 1% 70.48% 685.04%
Ours 100.00% 65 .88% 64 .24% T5.26%0
Package: com.monead.games . android. seguence
Class Method Block Line
Emma 50.83% 35.03% 32.40% 32.96%
Ours 50.00% 35.49% 26.20% 38.88%
Package: com.notriddle . budget
Class Method Block Line
Emma 40.00% 25.28% 16.54%9% 185.15%
Ours 40.63% 29 40% 21.42% 23.36%
Packzlge: home. Jmstudios .calc
Class MMethod Block Line
Emma 94 .55% 45.73% 44 999 38.77
Ours 95.91% 45.33% 30.56% 37.34

2 4 g E L0 BRIGFE FhEE D REF NG

Name ID Classes Methods Blocks  Lines

Super-Bright LED Flashlight =~ com.surpax.ledflashlight.panel 5017 31058 97,846 478778
QuickPic Gallery ~ com.alensw.PicFolder 2,609 17,743 62,629 298,440

Bluelight Filter for Eye Care jp.ne.hardyinfinity.bluelightfilter.free 106 517 1348 7,398
App Lock  com.enlightment.appslocker 288 1715 4,652 25440

Flashlight - Torch LED Light ~com.rvappstudios.flashlight 2459 17,087 51,079 344,641
Kids Paint Easy ~ com.pescapps kidspaint 35 177 334 2440

Top Music Player — com.ezhoop.music 3,645 28,772 73591 426,532

Awesome Alarm Clock  com.soloseal.awesomealarmclock 35 211 503 6,433

Bus Tracker Taipei nexti.android bustaipei 2,086 15489 46,654 312,357

Voice Translator ~ com.axis.mobile.chapters.trans 575 2803 8,027 40,047
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# 5 i deiE 10 BRIGRE B an PREER
Name Emulator ~ DroidScope  DroidBox ~ Anubis  NVISO ApkScan  TraceDroid
Super-Bright LED Flashlight % 367 - 91 - 71
QuickPic Gallery 72 - 9 589 82 2
Bluelight Filter for Eye Care 132 141 12 9 - pet
AppLock 40 143 31 2724 85 167
Flashlight - Torch LED Light 89 - £ 67 71 07
Kids Paint Easy 84 181 31 352 58 88
Top Music Player 82 143 42 393 84 5
Awesome Alarm Clock 103 190 - 53 84 84
Bus Tracker Taipei 96 166 85 M4 - 29
Voice Translator 114 101 146 354 83 61
~ Method-level coverage for off-line tools - Method-level coverage for online tools
ijwlﬂ-ﬁnmlﬂ-@l? SRERA
§§§§ff§fﬁﬁ FiPIiiF7 77
“;g fw ‘§°§ ng ﬁg gﬁ %ﬁ Qggﬁ” ég ‘;§§ q?‘g f‘@ cg) ¢ 59 e@f@gg
é:’? r_,é: & Q§)§ QQ'S $
Bl 8 BREFERLES: B mi o (L)AL 5 (L)RF1E -

4.3 ¥ Android # 5 4 71 &

AR AR AT e 2 kA 45 Android #4471 B iR R R E
F 5 B~ (Anubis,NVISO,ApkScan, 2 5 Tracedroid) 2 2 34 (Android § = ¢
i % > DroidBox, 1 % DroidScope)ai A1 & o A imi2 5 € CopperDroid 4 ¢
1B FLEAPAREE % BF CopperDroid & fit {7 & A[33] - & B
Bt B B 4o frito F 2 HEEE B (7 Android 4.3.1(API & 2 18) DroidBox
#] 7 Android 4.1.2(API & ,?A 16) » 2 2 DroidScope # {7 Android 2.3.5(API A&
10) e * kg 4 ABMPlEane 2 T A1 &Y o APER10 BR* A2 2
A H TG ATER 1L PRET KB BB 9 A W F Bl 2K KB E R R
Bk oehit & o

%24 TR10 BEWERZTEE P 39:473‘}° ES PIEET F B ds i & 171 £ anp)
B o A ABRIE s AR MonkeyRunner kW4 500 BAEMS T 2+ o A
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ok enT o TP P &4 F - NVISO ApkScan 12 2 TraceDroid e:& {7 pir Y
UL 2 0 30 Anubiss b % ¢ [22]% FEF B R AZSS AR T 240
o 3N i i *%%%1p%—®%?ﬁimﬁﬁﬁﬁwmﬂmw’?ﬁ{ﬂ
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PER IR enE > T oA AT ‘Lf@;?ﬁ KGR E R F M o gAY
PR gt B L% R ) @f TR E S AT #EJ&J:’ g5 Tl e ehd (TP
s 4)3?;& ERCERFEFRE 3 BB R °
IR ESS > APAPFRARIT o - > A1 Efedpfia B i 4p
TGS ML 2 R P Rt s - e
FHTRTONEMBRRES - PRBpAPRY PRERLSFTLE S ERRET
{ﬂ§ﬂTﬁ%i£@ﬂ°$ s ¥ BT F 1L APL mn aﬁuﬁﬁlga?
2
F

;m

o

2‘)

R jEER Eﬁrﬂ*’“sz ;_s' HIAP sn] o AR o e 4RSS iR
Zf}t”’lp}é{ﬁv :fgﬁ g - R R E IR TR IR LS T s N A LY R
e ¢, P, , . r 2 = L
A iRl B AR AR T fé PP SR 1 R R R E
FAE A 5 A 10%3) 50%2 o - B ARNE T A€ F L Ml iR
- 2. v = 7 =~ 5 P N
REF M50 v ak Ul CImsE > bof » iR Rk L0 222 o
ZsE R A o B IRE BIAY ﬂm'a_ue;:lﬂ’ o i R A1 E o
. Block-level coverage for off-line tools Block-level coverage for online tools
£ =
2 z
e | Emulator @ B Anubis
s 2 O DroidBox e i O NVISO ApkScan
@ O DroidScope @ O Tracedroid
& @ & & & & & 2 & & %
UGS FS VTS T TSI
§ & & TS FFE F &£ &g L£F s FSEE
F 5 & 55 45558 F s 8 F e ¢85 & FF
S s s L FELE A - B - A
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Bl O REFERLE  PHASHMAE - (2)4MR1 D (L)@ 12 -

LRWHE R BEA TR
BNE F R L o S 3 RS AR SR N
o iz ke AL AP S - Bk SRl E Android # B A 471 L kP R
FHAET 20 X 0 SERIEARL iR L kAT T ehg sl iR el B
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