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Abstract

In recent years, modern rapid development of Internet technology has enabled people to use
the Internet to communicate with each other anywhere, anytime and anytime. Not only
changing the way people live in modern life, but also bringing about a more convenient life.
The various portable wireless network personal mobile computing devices and the use of wired
networks, compared to the wireless network can not only save the manpower and costs of the
infrastructure, but also in the construction of the convenience and mobility are more advantages
than the cable network.

In a mobile ad hoc network (MANET), MANET has nodes that can be quickly set up,
dynamically topological, and lacks infrastructure such as adapters and wireless APs. These
features allow MANETS to be used in specific scenarios such as Military use, search and rescue
or emergency operations. Based on the routing protocol, nodes provide connection information
to each other and can jointly establish a complete transmission path. But transmission security
isaproblem in MANET. MANET features such as open media, lack of security, non-centralized
settings, and lack of security considerations in routing protocols make MANET more difficult
to manage than wired networks. Resist attacks that exploit these weaknesses.

In this study, we conducted further research on the most common Sybil Attack of MANET.
The witch attack may cause packet flow redirection and other extended effects. We utilize the
simulation environment NS3 to simulate a consensus-based algorithm, the Byzantine
Agreement Algorithm, to address the Sybil attack’s threat to casual Internet networks. Ensure
that all the original network nodes that are vulnerable to tampering can ensure the integrity of
the data during transmission. We must demonstrate in the simulation experiment that this
method can have ideal performance in both network and security performance. How to use a
network form without an infrastructure to practice the security of a network in the form of an
infrastructure network is the focus of this paper.

Keywords: Information Security, Mobile Ad Hoc Network, Byzantine Agreement
Algorithm, Sybil Attack, Network Simulator

i W3

ITE R R & MEE (Mobile Ad-Hoc Network, MANET) Hojtsengd B ik = 5 p
¥AEP AT E\ﬂ%mﬂ%&éi SEWE - ML ARNPREDADNZRNPERIIFI F, L& F
W AU E RS FRAAHKE > FPE G (g iE o & IEEEB02.11 &S A

56



Communications of the CCISA
I_ASA :

= ecial Issue

G((J\ Sp Vol. 24 No. 3 Jul. 2018

g gt 28 4 [13] ¢ 2 AEE 6 e i (Infrastructure network) foig & & S 5 - AL #5K % e i »
FOUFLATA G R 0 U mﬁm“]}“gj AE Lhgs zﬁ** SE R EAMTG fgﬂﬁqﬁ,ﬁf_;é
o I E R T D S FR R - AR RIE R (serwcearea) vty T E
Bh2 B el oo g A R AT gt SRS o (Access Point, AP) » 82 £ i fE
RPENT) iq—@ﬂﬂ;fiiﬁ LIPFR LI vEILF A BLEDREL AARBREBRL T
A S g “]qaor?ﬁl 2. FRRE AR e BRE T 4 o FAAPRFEE (Basic Service Set > i
# BSS) & 80211 R~ > v Ed - BT R ﬁiﬁﬁ%ﬁ“ DN il
WARRIETREP 1W$%?Hﬁk—%Eﬁsﬁﬁﬁwﬁﬁﬁﬂ’@Aﬂgﬁﬂﬁ
RSB AR SRR o T B LB A R R R R .

"R RRER[B] A - HHF AT A ARAAGFET Y il A KR R
Em iR TR ERAC LT T2 e ‘FL‘ o & — B {FE A BEE AL B 45 F ARIT
FOUE G E Fhae RE T by rmﬂ‘h LR U E a‘%cﬁ?ﬁ’—?'—. NS SN
WAPES QI H T T & RLS PR F ¢ ME i (relay) s & 4 ;i“f&&%ﬂi RV AN S 31

AR B AR R - fE[11] 0 AR RAURRL L Y hR BT KR B0
FRpA Bl ME R R o X B TR LR SRS R g Rt o T
R4t APVEB AR AN Fpt o F BEBRPE R Fhid o RE2 - B
i

1N R &
S

LESAEE BT R PR GRS B AR R A E L NT R A R
%?ﬂﬁﬁi°*%%ﬂiimﬁk{ﬁ%$%m¢ ﬁ%é B AR R R o R
S ST NGL RN R LS TR R IVE S B NS S

II_ AL

Bk i ’Lﬁ?ﬁ’;\'ﬂ‘ A %E“E 8 émr:cl‘swaﬁﬁz t RS TR R T R
P REESF LIPS PIROPERT L ERESEF F AT v X Lt o
gﬁ e 2 ng:gw;ﬁsr"» 5l4e ‘,.\xz«‘}ﬁ guig 0 B¢ A 25 & (Sybil Attack) i iE
B BRI OBR kSRR P m AT e R e 7 L 2 - [12] 0 A - A
RE R E X BT autd g g % ;Lh.E/Au\:"r._‘!:.m'% FoBEEETLE L &k
‘flj%fi’»\?féf/iyamij,eéﬁ% i m B A 0 RS P e BB T i 0 i R
o AE R I EBRE T @ﬁiﬂ’i“"i e - R dte > @ p RGBT

F s P e

1
T

M‘.\A/F‘

RS T

2.1 ¢ R & 3 3 8 (Ad Hoc Network)

RARRPRIET of AR H DR EREDT 2RI R[10] 0 4§ i d
kY o Bd B R kﬁ*‘%#m%“ v aE %Figéiﬁ‘*ﬁﬂﬁ%é o LU A F AL 4
,Eﬁ;i?‘ﬂ” P ERERAF BRI RS BIPARR ¥ Bokp P E

57



Communications of the CCISA
I_ASA :

= ecial Issue

G((J\ Sp Vol. 24 No. 3 Jul. 2018

ﬂ"*gﬁ/l?‘%pf—mﬁr‘ﬁ L~ E R LA R R L) F o ST 4T
B RS -l SRRy B R T A B TR o R E Bfornped o
:ﬁi&im*%{igxﬁw%’w o Ae B S EREHF 2 ATl d L
WHREA T T AR L (T EE }"%*"I{?J“j\@w#‘ 2§ d r;,ivjAI]};?fﬂ&‘Lﬁ ,J-fg
%ﬁ?f"@‘?ﬂ/zl T F]L @ BEe M fg it * H 42 5 2 g L
’FﬁLrA%% v G BES & R d ML AR R RS FE ﬁ;::b‘gz’ Bl i g R

(= LR 1 ﬁﬁﬁﬁx'm§mﬁﬂ&°iﬁﬂma’
ﬂWzﬁzﬂ’ﬁLmﬁ%%vﬁm+ ENEAS: SRR FIE SN ST R
gg@@ufp 2 B R FG U B R et B #—"5 Bl LA LT

P LT s BT B S 0 S Hd R R v T § R
é%ﬁ““:iafﬁ%&*m&iﬁ\xrﬂf@ JII’F}B*ML:"?]@L_\%&; EANEY S AN -2

277 F[14] -
PR A B RRETY R ‘
fo AR AR ] .@ﬁﬁ@ﬁmmq’a$@=_?ﬁs'»
ST > Bl KR g B A B R K
&‘%’K—Q DR *Ff?

2. ﬁﬁ@'ﬁ: FE e e B F I R e E A g%f%.i,;’ﬁ%m‘ ;,Q;ﬁm'??&ﬁlé%—%j e
= @%J FENGAEAIFE PR RE Rt BROFT 0 R AR G AT
Q#*ﬁ @GWWWJ*ﬁﬁ%%mmﬁiﬁﬁéﬁ’ﬁm&izgﬁm%‘
WA R -

3. AEMIRAFRELBIINRIFLOTALL- o - BERG TR ABEER
WL ERAAFLBEDRBEBIEF» FRFT DL el B2 o
4. ;Eﬁﬁi Fi e — 0 2 & BE e BE I e A S 3R AU mﬁﬁwﬁn& B
H s x’z?—‘ﬁ? o€ ARAR - SRR R TR T2 B F3E
BB et i@ 0T o

5. AV IR IERFALBEFBET AL R TR EBESHRONLFE R
Tz id e BEEREERL AT llzt.‘,,\w,‘ R R e A s AP
#P i

2.2 + s & (Sybil Attack)

3 52 # (Sybil Attack) £_2002 & ¢ JohnR. Douceur % (the Sybil Attack) [4]~ ¥ #
v AiE* S48 (Peer-to-Peer, fi 4 P2P) g @ ch- fEs A s FH Jin
BEBL KBS 5 B At PP R o jm iE )55 R %%%ﬁ»%@ﬁﬁki
AL TR ERLT R

= EP g
B P2P fegrd > 50 fRA-kp R & ‘ﬂk%%i*i%%ﬁﬂ—?i@‘#’ﬁﬁgéh‘

58

o



Communications of the CCISA
I_ASA :

= ecial Issue

C@ Sp Vol. 24 No. 3 Jul. 2018

TARE P ME R A B T B AR BRI B
i Bagt o PFFRT - BEAFHAL- BEE - BHEd - B
(Identification, ID) %Rz d &> « X » hdd > 7 2 #f 80 (D ing e P2P BB
YRR TR et BRI PR Al SR E T LB R NE - BRM e
B B 5 BERID kg 5 BA &g DU B0 (> - AUk 5 Sybil &8k
[B1[7] > Sybil & 85 sc# F L P71  § chpiin gl - L% 2P AR FTRORELEE
i Sybil &2 S HFET U E A EvHFEES > LIS TR T G %45 Sybil
Attack shrc#F = 2 S 5 2 PER (o) - )

Attack Method

Identity theft
Identity created

Aftack Type

o > Direct
f_'-}bll Attack Indirect
\ Attack Timing
Py Actively
Passively

Bl - : Sybil Attack srsT# = 2 ~ 57 ~ R

2214 A s ik S A2 BR[5)

- B LA ET L X E LA AR T S B

~ A (Sybil) & BEE g £ E SRR R o TR Y S ggFE - B LLE
TS EEEE ) B L DT B g TREEBL o F R T S R
FENOPLIF LA P B IAFDELEIE S

B CHELSREEAF SR LFELFTEH @



Communications of the CCISA
I_ASA :

P ial Is

C@ Spec sue Vol. 24 No. 3 Jul. 2018

[l
LTS M TG e X6 o Sl s R - RREHRL G Y g o

S FE - BRFTORERRT I iR d ¥ - R L
i» FAL RGBT F B AR 2 de 2~

2.2.2 4 T chge )

Honest Honest
community 1 community 2

Local area - Sybil node

Honest node

i W
/‘/A —7—  Wireless communications

k - Social connection

v

Community 1 Community 2

N
L

- . = Attack edge

-y

Local service provider

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
B2

/l/ x
Sybil '/V e
community Community 3
SA-1 SA-2 SA-3
Bl= o s a3l i

~ 3 74 (Sybil Attack) feiedt® L& 5 = 7 i SA-1 ~SA-2 2 SA-3- W= :
SRR LR R UF R AR R L N[9] -
(1) SA-1
Sybil & 2L pt i BA5 = — B ARE - 5 1F attack edge 2 FRiE (70 § cha 2R3 (2
it v B SA-l e a4 45 0 F] L Sybil & 2EF G BT hE Bl R 0 AT T
e attack edges en#ic & 4p i""% et s X D REH L] e 0 SA-L st E R 0 A

BB {rib 2 el 0 A S HRT 0 K S0 5 EEH A LT 5 Sybil 5o F o
(2) SA-2

BESA-1 7 SA2 Ak i Y cnd a7 WE U ;Ii—& 1 Sybil
a 8Ly FOUE - Y e gL TG SAZmﬂIﬁfgéli‘maé‘“~ - - kR B
¥t attack edges F#cE AP ¥t 5 o s 4 4 gy SA-2 aut# P RE B g
BEE S B A frER M {rRE T 2 RS E RGN R o

60



Communications of the CCISA
I_ASA :

= ecial Issue

G((J\ Sp Vol. 24 No. 3 Jul. 2018

(3) SA-3

SA-3 4 I’{?Jfﬂ’ P A iEd Y A &8 p RS 13 SA-20SA-3 i
S U p el {,{%W S Ny B Y2 Ll X )
@“*{v{fﬁﬁ&ﬁmé*’wuﬁ””%*ﬁﬁ{%ﬁi BT SR R

TR OE R plek s AR 2t d P o B uE centralized authority - 7]
&vﬁﬁ%&ﬂmmawﬁvx*%ﬁa B3 5% SA-3 enfr R R v gk o

2.3 # | pe#-F B 3% (Byzantine Generals Problem)

b Re-F R AR | (Byzantine Generals Problem ) §_ — B iE = > & 3848 4| f2 /409
GI[6] > o FRA FAFALR 2% P BN OSSN HE RN ER L D)
i NRS F WA 8 At BE ek Food 30y JEI—*»*LP);}_%% E3fEglcy
PER O ANPED o EBEGESIREE FRERF TR L BRYL o R
EpF AL B RE B R-E PR 3‘_‘%"'— Rl § F IR

It
$—ﬁﬁﬁﬁﬂﬁ£ﬁ%ﬁ R égmiw%ﬁﬁuﬁyﬁﬁuﬁ%#ﬁﬁﬁﬁ-
TEITFH 0 MR B PR RILT

Al 4 - REB DS PRI RE D4 1)
f*i*};iaiﬂ-ﬁ R RE e A fE A g B0 > o gy 4 (Oral Messages)ﬂfr:é‘ ;;}J‘ A, (Signed
Messages) - - &f ,ﬁ LB ZALBERI AL ARRY SRFI P d 2

v a- 8L
Mg @R L 0 A S e R TS fRAPEE o LB kR 2 Kk (quorum) ERIES
AR fr,«é«u*%— £ b RIS

B R 5 FHE T ALE 230 E B
15,%%w%¢£@y3ﬁi“%%’ﬁ@&V?EFEWEW’wﬁmiRz%+1
SRR R BAE F o R B
Bef LR e R LR RGBT RET A nd RS LE LT
MR - AT FER2EMAS

2

"

sl

Flzwu,';ggﬁi&-ﬁ;‘gg v H o BB R OBFE K
RS S /ﬁ,\,l%#%’;\mwﬁ (VOVEEL 0Ok peend i) BlF &

3
3

—

ER ]

SR (R L LR EY o RelT B L AFGRE I 2 L) o BAr AL

H
’1’22{°A-§¢B?E‘-K’V‘C’?4§‘I‘ (FAA R L) B CoF kehd £ (Ficid > 3%
P CE LT ) WARRR CVREBE ke s (B E%e4d BE L)

#% fF



) Communications of the CCISA
C@ﬁ Special Issue
Vol. 24 No. 3 Jul. 2018

EE LW - IR EE o AR AR R 4o~ 2L ey 48 B 2 (Practical Byzantine
Fault Tolerance) % 24 & &, & 267 i SRR F N5 T
PBFT[1][2] %_Practical Byzantine Fault Tolerance mfﬂﬁa TR ERRIEL R
% H_Miguel Castro (+ #74F & ){- Barbara Liskov ( #7414 ) % 1999 & & & k>
4 71999 # = Operating Systems Design and Implementation + (OSDI99) %+
sEL L fi_;éé:kﬁ PER S M-S s A SR NS Y Apd s M 51N
REE AP AARY P SFETF o
hut ﬁigiP@mﬁ&i B - fBfRAAF R AR AT S % o
PBFT & - f&, i #84F @ & /2 (state machine replication ) » = pR A% i 5 % i 822 = #-73]»
MR A SLANR e SRR TR A AFF] 0 F - R B R A R T PRI R
Ry PO ORI (Fo Rl AehB £ R £570{0, -+ [R| -1} #h- BEHE TR Ao
AP ERRI=3f+1 R E AP i p Al PR AF I IE&ERE £F0p Alce 3o
S g T BERE EFEOR APFLE RET AT ML Ba AT L‘sﬁ‘i Ao i

>3
v %

N

ﬂﬂ- = f%ﬁ»“ iw:;

fot. \‘L
"ﬂ?}

)

= ().
q d

PRt

\h

e

AR AR BEZT I GBI ERESRAERT O FlEARTBR A S %
L S ad R %o o %?fﬂﬁg,tjjwﬁ T Arxa AP rER o xﬂgg dopt oo AR K XL
BT 8 S EE N2 a R h v o X0 38 24 0n ] b v o licR L AT % 2R A

e REE 0 T R-2f>F T iR I R>3f °

ST gl A - BALE S ARE (View) ¢ %*ﬁ#‘ﬁﬁi“ iTeo X BB > -
Bal A s o g ea(primary ) B # ehgl & L & > (backups ) AR Bl E_id G B e i o
BlA0 Fplx R1 2=t§ 1 &8 %5 - =X wewchange’f 4 pFa & 8d 2 38 p=vmod
|R|)l BV EALESE  pEal A% RIEB AL LB £ A HE4 %
T E}éﬁvm}%‘]iﬁ (view change ) i 4% o

Cw i & 8% #<REQUEST, Ot o FH A R s iFo 2Rt X

THFREERF - AL R T g NG ROREEFRL AN BRI G B HF
Fot S danr Ry (R R blde G RF A OAS B ET YT

E
e

"

"

o=

T

B
éﬁ- 3

’-ﬂﬂ?ﬁ‘&i

=
=3 :;rk o e
T

T’Eé

ET

E B Bl A SRR SE e Lgme @wmﬁ@&%’@ L7 A A L
BB KA - AR O E A ?F«émﬁn%i T EEEHELY A e T P G
P & BRF EGR 0 R H B BRIk ”rp B> EBLE TR o

BlAFLE T agw i 2 <REPLY\VLCI> » vV EARB %t R i L8 A0
gl r A AR F g %k o

%fﬁiﬁﬂlﬁmﬁkﬁﬁﬁ?mkﬁwﬁ’kﬁ BETEGBE oL X0
E4 RO RIS o B E T Ak riFA IR TR FE 4k

g A G EEAAZE TR o T L BRI A - Ry B T h RES R AL R e
%%?*Wwﬁi*W%Wmﬁ*wﬁ’%ﬁﬁéﬁﬁHiwg@ﬁ%%o%%%
e SR AERILET B ﬂwj*mv&; THEF - BRERE kR G hal A

62



Communications of the CCISA

1_ASA P
C€ Special Issue Vol. 24 No. 3 Jul. 2018

B ASLIE » Bl R B AR S S B ek L SRR MR R R 4
PREFRF R LB vt ek G B S Bl R S BGLE L BBt R4 fRH - AR
meL -

FRY ‘__

3.2PFT & #in4e

QQmmIt commited, repl @

Bl= : PBFT /4% 1

Hoh B AT (wHZ)

(1) Bo— BRIAT5S LT B chgls T &6

(2) * # e A HERF R Y PRI (T ek

(3) i&mul@RHagraEele sl

(4) wpmﬁﬁm R R A

(B) * *“HFTEEXFF+IBARRASHEF vIPR NS > FL FREFNERL LS

LR SR L EN S SRR L S

(1) 5 & B BRI < it 0 B R e R lehn b el T o g (AL
SR IEE

(2) #TF @B AR AR R AT o D BIVLERT 0 TR A hp A 88
Gt HE T A ngl kBB R AT A A - R A R R

FiH8picI® T Fm> i aﬂ—éﬁﬁ-wpﬁ Few S Bl ASBEFRIG  REF
= F# B4 3 (three-phase protocol) g % % (pre-prepare )~ # # (prepare)feFz zu(commit) o
FRF ARG S BREEY Rkl - BB G RFEDEFARE(TREGFREFERE
3 G EEA s ) B forging BB iﬁiri * Ip LRl 2 B e sl A B
PR

T R A - BALE SRR (View) o R EAY FiT e Ak BALKRY 0 -
Ba A5 A g ,;';\!«(prlmary) H @ ag A F 5L & > (backups)e 4R B 2_if § S e dico
A0 @~ R1 &=ty i &84 & - =t viewchange % # p¥3 & 2Ld 2 ;% p=vmod
R* & #3232 v SRS > p A8 2 %5 RIAR A& & chiBlice § 1 &84 &

63



Communications of the CCISA
I_ASA :

= ecial Issue

G((J\ Sp Vol. 24 No. 3 Jul. 2018

Qg%m@{#(wwmmm)ﬂﬁ’%i%ﬁﬁiﬁﬁﬁﬁﬁo
“ ¢ A & B4 ¥ <REQUEST,OtC>3 4 » Rk i 4k (oo ismpr Rt #
TG RE g - e
F R R ASBEEE T LE 30§ BB @ @R TR S EL
B EEL o KA - HRE N E S A Sk e £ TS R S e T A
hi SERFEGR O REASEABREGRe T F SRR
Pl AEHE T saw i i <REPLY\VtCi> v ZALB %5 -t LR R 10 L5 &g
oG P AR F g% o
ZoEFEMHLBAT PRIAEIGREY R PRYREFREREE F2 /> T 0
EFREPERFBUIRESFr-SRE"HA NP riFirmafiTes FL 41
;,ujﬂxé.{a;g‘_hz AEEB o> T L BRI Aeh- Re B T 59 TRk AT /gy saeho
hod kTG b VBRI e R R T Bl A SRR TR 4 Aok i
ﬁegg@i&%&g@w,ﬁiﬁéiﬂwia—@ﬁﬁé% dok il hml A
GELAJILE 0 RS SRR G R A S B o ok A H R ;’;Fﬁ-#xifﬂ%%
?"Ei‘)]ﬁap REAGEA 2 4ok G KIS 5 R A S ELG A BEA 2 Bl € I - AR
HES G

Ble B idd 34 L&A saenfrR™ B 7Finfe 8 ¢ Bl A 084 &8k
c .

—

request ?pre-prepareé prepare commit reply
C . .
0
1
2
;. >

Bz @ B & BGEH (7 AR B]
3.2.1 g & # (pre-prepare)

éjfﬁiﬁ-%l‘ Boiagrf- BR A NG ’La‘w Risw iy # > & 8%
wop Lo T g L ae Y 5 <PRE-PREPARE,v,n,dm>> iz 2 v £ ALR ¥ > m &
’i“_,, ,‘%g}mm‘:}; ,}J ,\,’da‘z ,}J Nmm;}%ﬁ;

64



Communications of the CCISA
I_ASA :

= ecial Issue

G((J\ Sp Vol. 24 No. 3 Jul. 2018

R RETER > B R L - BER YL
FRI R LGt 2 Y dE mafE g - Ko

T ALB sl iV o

PR PSR ARF VY L BRI n L AR dA RSP L m
FFE G L BN % Ak (watermark) + T rLhfo H 2 fF o

KRB AR B AP - BAILHER Y - B NBENEBETRE o

oD

3.2.2 % & (prepare)

bo% # & BL 3258 0 5% # i L <PRE-PREPARE,v,n,d,m> » Rlig » B # FFf o &

ﬁ%r&mk%’ﬁw%vﬁiw*%&&ﬁﬁ%ﬁﬁxWEMRBmdb’ﬁv%ﬁﬁ
&y ,\,fr—%l% FLBrpe e ApiEe s A SRAN 9T R Bl A B AT R

Lot M LE t R REREETE - Ko A L REEE R kR
BZBELRFRE IR HRFLHENFEBEFF LB AL P EY o

AP REG RSP AEE I BmyniD)er 2 LpE 29 omE
Fkpr o EEFF L M ARBV Y kTN 1R 2f BT H—”&,'H\Er,ﬁé‘jzijmgihg
BEFL-RDBFHL - A BRASERFEFEL RGP L0 REIERE AR
Blamiv s i LAENffE & d -

FREFEfEFIFERETT ¥ SRR - BARRBY S RAEEd- R
T3 E B EH N P D 4ok prepared(m,v,n,i) 3 E - B prepared(m',v,n,j)& #
$i’E%%%%i*ﬂiﬁi#$%kﬁ@va$% CHEERFEEED ARG N

s dome
3.2.3 73 (commit)

F(Mni)ig i 5 B eopFiz o gl & i % <COMMIT,v,n,D(m),i> & 8 & & & & BLR 3
*v?—fq.&:g.% TREIRIEE o F B R AL A L eniE i
(1) & trrs
(2) WA RBl iy S 8hend TARE il K
B JFALTBEFE N KR LARERE AhfrH2ZF -
(4) - L) LB EE R o PR A SRR AR~ AP kY o
TR committed(mvn);; Bt s i 41 B ¥ &l A ;;mgﬂg; PS
v m”rp &l A~ i # prepared(m,v,n,i) 5 E ; & ¥ FEi % = committed-local(m,v,n,i) & E ik
=3 prepared(mvn NZE > xrje 3_#4%& T O2f+] BRERL(F AR B AP )BT RE Y
A R oo FEREAFE R ) L - Rehig 2 2.8 4 #pPﬁmﬁL@ CR /P M IZ i 1) e 2 -
= BE A e i ’é_commltted-local(m,v,n,l) SR ZBHEFEmMegt T2 gk gk

65



C@ﬁ Special Issue

Communications of the CCISA
Vol. 24 No. 3 Jul. 2018

Ph T 0 HaBE

n g R

% =1 Jllgﬁf_ -*«}L T o

-

S L

rﬁ £ %Fg;,!;u e & g B :ﬁ 7

S S Lgﬁ)]é», O E e rrid(safety) o Az = gk f’fi%;i s & B g A S gL
W R TRFET R B ASEEP PR R v R R T R R

R ERH - % o

B R%Z 8%

4.1 NS3 #5

%R ARERKE

7 % - B> AODV 3k e Manet
,%H»;,, B R ;t,%'_g Lo Bg kg2 A i Sybil Attack (&R &80 41
B E > T N E RS E S A BE LR RIS BT SR
REKELASHBEALEPIESRRT 20777 SZORERE -
L od
[ )
" o ®
° 0%
e ° W
@‘ e
= ;
4
®l'““®A . @hade QNM‘ Nod
97
Qhede °\ma .AHJC:;
@th- (@) @Nd ‘
Node

S
4.2 Sybil & BLirrc S

Sybil &g+ & @3 m
g0 E I F P mI{? A *
B s B de §F ¢ ':
g 4 +3 5 cde
#2.¢ Sybil

5 & L
FlEcE o K

EiLagew Lk

Bl g 0 U I IT S enS BT v i 1

’ /l}d'&f' . a+3:C > b+3=d
ke H S T A BE o RIS S B

DR B

’é*&%ﬂ %Em/va
PECRATT BRI Sk - Bcpe o P RS

v

% “abc” »

li

2 2

X B R &gk 4

» c+3=e > 714 E

B Sybil & gk
cde - B~ At BB
R S

66



Communications of the CCISA
I_ASA :

= ecial Issue
G((J\ Sp Vol. 24 No. 3 Jul. 2018

TR AL e

Bl= 55 Sybil se#F (5 > A Hoshie i ? nE B BofS P s & By

imator | stats ' Packets

022 |1 o535, ) o e | S i Punls [ mamiio 2] ® Mac T
>
.
A
®
°
Node
oo
2 Nodde
°
" ose Nte
o oy o
o e
' e o
Node ° N
r % = Attacker
° i
® Node |
wod Lo
& Node  ode /
Node [ “
° A
Node I\
¥
Inode
|
=~ ) B |
oo A
o e *Rigie §
° Nod
Node °
. Nod
. Node

Playingl

Bl- © $3 Sybil 5o

13:43:24 environ No zh_TW translation found for domain kiwi
ould not load icon applets-screenshooter due to missing gnomedesktop Python mod
le

python:2594): IBUS-WARNING **: The owner of /home/tommy/.config/ibus/bus is nof

kcanning topology: 30 nodes...
kcanning topology: calling graphviz layout
kcanning topology: all done.
drop the packet :-->11.8279 1040
REC-energy: 52

5.2

odified msg :cdefg
ghij
drop the packet :---11.0411 1040
REC-energy: 52
5.2

kender msg :cdefg
odified msg :cdefg
ghij

-1 Sybil & 8L # R 4

=
|

43 PBFT B &84

LAY Y R F AL ey 48 8 X (Practical Byzantine Fault Tolerance) s - & 2k

67



Communications of the CCISA
I_ASA :

= ecial Issue

C@ Sp Vol. 24 No. 3 Jul. 2018

ﬁg’%uaﬁ%‘_é%i%ﬁ%’” LR € BT & BE L A ST B ;‘Z’Jﬁ“’t”fﬁ"—éd_;&'g
EEFTESY LR it BN LN SR ERTF SR B F e
3‘@’%7# A e

p

Animator | Stats Packets

G
2 P |pauset|65535 fast ey slow  Sim time S— m # Lines 5 o MNodesze|1 | IP MAC T
T A S S S R R

» & v p

»

=

= mm [l

Not Playing ||

B~ 2 R ERH
4.4 5 8LE ot § 00 0

hAFET Y 4T % PBFT 41frA @ * PBFT #8403 oL £ 10 0 AR
Gt - PRFIRT > A R RREE BB § aliciE 5 60 7 100 2 BF o @ @
* PBFT %4118 b 18 4 2 'rfvaﬂqhv;av E R 4.90-130 2. fF - B4 ¢ £ 30 B &8¢ 4 x
B EodcE o Bl L E A 30 BE Y LI hER SE 2 e Y PBFT 1
Flp s g o

68



Communications of the CCISA

1_~SA P
C@ Special Issue Vol. 24 No. 3 Jul. 2018

240 240
Throughput —s+— Throughput —+—

ener —_— ener e
220 | R , 220 W

200

180
180

160
160

value
value

140
140
120

120
100 1 //
g /// | 100

60 80 L L L L L
o] 5 10 15 20 25 30 0 5 10 15 20 25 30

Nodes Nodes

B4 @~ Zsc#Hahit B+ @@ * PBFT #$4]ch5 L &

o

A Y P A MANET & % L e-% 528 (Sybil attack) k g - H ety » & &

e adte i Ere 0k H ot ¥R ngi AMER TR RERY - R TE > & BE g
& ik e B poange &2 8L2 FF L@%] RIpfARERT o T g A F A F LB L p

R RERER RS H
AR RS R BAEBBIINZE 0 BFILM AR g LY

ie-% 45 B ;% (Practical Byzantine Fault Tolerance) % f% ;4 Sybil attack #+>t%E 7, 7 6 gt en
g o E”z«‘v’—“ry ok E X RrrapRaeh i @%}@ﬁiﬂ ¥ ‘JF‘Q‘F' Alens FEE o A

BRGNS Y PP S R AR & RORA AN F AR
ERier —‘k(MaIicious User) ¢ f1* + 8 5 € B 5 A SRz d] 38k ameit &
B LR TR E e Ly L I E e I s
Bt a%?%%nmﬁﬁﬁ v e AR L - B T AEL AT A KA
BAFEy R AFE o AR TR R L ¥ S EEET PR L e N F iR
LB EA P ET R YR FRELR T F I 2 LEHER AR

i
e it e %'**ja‘%'*—i%&i Foehie BB o

24

[1] M. Castro and B. Liskov, ‘“Practical Byzantine Fault Tolerance,” Proceedings of the Third
Symposium on Operating Systems Design and Implementation, pp.1-14, Feb. 1999.

[2] M. Castor and B. Liskov, “Practical Byzantine Fault Tolerance and Proactive Recovery,”
ACM Transactions on Computer Systems (TOCS), vol. 20, pp. 398-461, Nov. 2002.

[3] C.R. Davis, J. M. Fernandez, S. Neville and J. McHung, “Sybil attacks as a mitigation

69



Communications of the CCISA
I_ASA :

= ecial Issue

G((J\ Sp Vol. 24 No. 3 Jul. 2018

strategy against the storm botnet,” 2008 3rd International Conference on Malicious and
Unwanted Software (MALWARE), pp. 32-40, Oct. 2008.

[4] J.R.Douceur, “The sybil attack,” Proceedings of the International Workshop on Peer-to-
Peer Systems, Springer, Berlin, Heidelberg, pp.251-260, 2002.

[5] A. Gupta, D. Sukheja and A. Tiwari, “Impact of Sybil Attack and Security Threat in
Mobile Adhoc Network,” Proceedings of the International Journal of Computer
Applications, vol. 124, pp.5-12, Aug. 2015.

[6] L. Lamport, R. Shostak and M. Pease, “The Byzantine Generals Problem,” ACM
Transactions on Programming Languages and Systems (TOPLAS), vol. 4, pp. 382-401,
July. 1982.

[7]1 J. Newsome, E. Shi, D. Song and A. Perrig, “The Sybil attack in sensor networks: analysis
& defenses,” Proceedings of the 3rd international symposium on Information processing
in sensor networks, pp.259-268, Apr. 2004.

[8] R. Ramanathan and J. Redi, “A Brief Overview of AD Hoc Networks:Challenges And
Directions,” IEEE communication Magazine 50th Anniversary Commemorative Issue, pp.
20-22, May, 2002.

[9] K. Zhang, X. Liang, R. Lu and X. Shen, “Sybil Attacks and Their Defenses in the Internet
of Things,” Proceedings of the IEEE Internet of Things Journal, vol. 1, pp.372-383, Oct.
2014,

[10] L. Zhou and Z. J. Haas, “Securing ad hoc networks,” IEEE Network, vol.13, no.6, pp.24-
30, 1999.

[11] https://zh.wikipedia.org/wiki/%E9%9A%A8%E5%BB%BAY%ES%8D%B3%E9%80%A
3%E7%B6%B2%E8%B7%AF

[12] £ 3 i3 > “mAUE RIFE Y « T FRRIZF T gL B2 iRy~ F
2016.

[13] 577 3 > “A* NS2 PR EZCL T L PRFTH @ﬁ;f]%i}ﬂi Bg” gL~
PoEx 8, 2010 -

[14] £ A ~ 28 % ~ % Fde> “CRAURRNPR2Z L 2HN gm0 TR
e g k> 2006 -

70


https://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Lidong%20Zhou.QT.&newsearch=true
https://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Z.J.%20Haas.QT.&newsearch=true
https://zh.wikipedia.org/wiki/%E9%9A%A8%E5%BB%BA%E5%8D%B3%E9%80%A3%E7%B6%B2%E8%B7%AF
https://zh.wikipedia.org/wiki/%E9%9A%A8%E5%BB%BA%E5%8D%B3%E9%80%A3%E7%B6%B2%E8%B7%AF

