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Abstract

Blockchain technology is based on peer-to-peer network. It distributes data to every node
in the network, and does not require any third-party control and maintenance. These features
make the virtual currency “Bitcoin” popular which become the currency with the highest
currency value in the world. It has also make the Ethereum platform featuring smart contracts
popular too. It’s special currency “Ether” becomes the virtual currency with the market value
that is second only to the bitcoin. Due to the various application of smart contracts, the users of
Ethereum has gradually increased. However, in writing smart contracts, the programming
language “Solidity” has many loopholes and traps due to its special rules and grammar, so it
has become the target of attackers, such as the famous “The DAO”. Therefore, this paper survey
the vulnerabilities and pitfalls in today’s smart contracts, and use the contract simulation process

and propose solutions or avoidance methods to make the programmer avoid contract damage
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effectively.
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1 contract KingOfEther {

2 address public king;

3 uint public king_Bid;

4

5 modifier onlyKing{

6 require(msg.sender == Kking);

7 =

8 }

9

10 function KingOfEther() public payable{
1 king = msg.sender;

12 king_Bid = 0.1 ether;

13 }

14

15 function() public payable {

16 require(msg.value > king_Bid);
17 if('king.call.value(king_Bid)()){
18 revert();

19 }
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20 king = msg.sender;

21 king_Bid = msg.value * 2;

22 }

23

24 function getbalance() public onlyKing{

25 require(king.send(this.balance));

26 }

27}
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S 3% > P 4% address 3 B3 £ 42 address ° lﬁ%] > % % 0.4 Ether » 302 -7 &
e 2 CallToTheUnknown » B2 £ %~ #-E B % o

1 contract CallToTheUnknown {

2

3 function BecomeKing(address _address, uint Amount)public {

4 if(!_address.call.value(Amount)())

5 revert();

6 }

7

8 function CallToTheUnknown() public payable{}

9

10 function() public payable {

11 revert();

12 }

13}
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contract Bank {

mapping (address => uint)public shares;

function withdraw(uint money, address user)public {
uint share = shares[user];
if(money < share){

if (msg.sender.call.value(money)()){

revert();

¥

shares[user] -= money;

¥
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14

15 function deposit()public payable {

16 shares[msg.sender] += msg.value;

17 }

18 }

o # gfg 2
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... //Bank contract

2 contract DAOattack{

3 Bank B;

4 uint num;

5 uint attackfond = 1 ether;

6 address owner = msg.sender;

7

8 function DAOattack(address DAO) public payable {

9 B = Bank(DAO);

10 }

11

12 function attack()public {

13 B.withdraw(attackfond, owner);

14 }

15

16 function ()public payable {
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17 num-++;
18 if(hum < 30) B.withdraw(attackfond, owner);
19 }
20
21 function getBalance() public constant returns(uint) {
22 return this.balance;
23 }
2}
Y X
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21
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23
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25

26

27

28

29

30

contract GuessNumber{
struct Player {
address addr;
uint number; }
Player[2] private players;
uint num;
address owner;

function GuessNumber () public{
owner = msg.sender;

}

function play(uint number) public payable{
if (msg.value !'=1 ether) revert();
players[num] = Player(msg.sender, number);
num-++;
if (num==2) Winner();
}

function Winner() private {
uint n = players[0].number+players[1].number;

if (n%2==0)
players[0].addr.transfer(1.8 ether);
else

players[1].addr.transfer(1.8 ether);
delete players;
num=0;

¥

function getProfit() public{
if(msg.sender!=owner) revert();
msg.sender.transfer(this.balance);
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4.1 Overflow / Underflow

BB E ek g FirmiRgdow s Hp #~ OpenZeppelin 7 SafeMath
library » 3% A2V 40T o

1 library SafeMath {

2

3 function mul(uint256 a, uint256 b) internal pure returns (uint256 c) {
4 if (@==0)

5 return O;

6 c=a*b;

7 assert(c / a == Db);

8 return c;

o}

10

11 function div(uint256 a, uint256 b) internal pure returns (uint256) {
12 returna/b;

13 }

14
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15 function sub(uint256 a, uint256 b) internal pure returns (uint256) {

16 assert(b <= a);
17 return a - b;

18 }

19

20 function add(uint256 a, uint256 b) internal pure returns (uint256 c) {
21 c=at+b;

22 assert(c >= a);
23 return c;
24 }
5}
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4.3 Call to the unknown
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7§74 0 fallback function @ E 32 Piemg 4 » FIL AL BE LR RHEE- LB E
}-ﬁ Y m gt R 4 o 1T £ %) King of the Ether 0 fallback function { :c4c™ o

1 function() public payable {

2 bool res;

3 require(msg.value > king_Bid);

4 res = king.call.value(king_Bid)();
5 king = msg.sender;

6 king_Bid = msg.value * 2;

7 }

brt ARG 0 AP Y 4 Tt N RBR R A 17-18 7 0 ki TR 5
T TFEREF AR 2 PR FANORT 0 AP E L pren Ether ¥R F 28 9
PETREIEAS S Fl R R R R O F R R R e R £ I e
E o

4.4 Reentrance

% The DAO & ¢ » %5 withdraw S ;8 B @ R %S5 n €478 7 0 Fp
A H/ET A NRIFER P RF o

® &% transfer()s* ¥ send() k717 Reentrance sz # - ¥]5 i&a i i3 5 < 7] 2300 i
gas =* 24 o

® ¢ * address.call.value(etherAmount).gas(gasAmount) > gasAmount ¥ p 37}t 238 3 {7
fe i AL i+ gas #icE o

O K ATHRIFARNAIVER BT FERATL T 0 Aol T AT o

1 function withdraw(uint money, address user)public {
2 uint share = shares[user];

3 if(money < share){

4 shares[user] -= money;

5 if (msg.sender.call.value(money)()){

6 revert();

7 }

8 }
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dod o Pt faie 4] gas BB 2 N RHiFRZTE ORI ILR fallback
function (3£ 8 = X > BN AF FE A ‘E, AR AR R S AT A RT o

4.5 Visibility / Privacy

M

d 3 xgpT LA F;T%{é::_ B R BAAH R T > AT T ,AF FER3ET IR E
B Wﬁ‘mmﬂﬁﬁ’éﬁw§ﬁ¢$ﬁﬁ?mrﬂ‘%+2‘ LELEE o A
Solidity # - & # “f%#cs AP ¥ F1¥ > # B2 GuessNumber & % 2 & » & 5 ¢ 2|%7
7 VS B H i et Al B E R T S0 R RSP G BB S {5

&} T
® Dblock.difficulty

® Dblock.gaslimit

® Dblock.timestamp

Mz fEpEe Y T - BRY FEER TS ouint 3G T
block.timestamp % & » & * —gz BEEpEF DL § AP FRTG E
GuessNumber & %) %3 > G B35 g o
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