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Abstract

In the next generation 5G networks, software-defined networking will be widely used to
manage ISP networks. The new SDN architecture arises new network security issues. To apply
new policies, a central controller sends control messages to switches to update their forwarding
rules. During the rule updates, there are on-going packets in switches, so the sequence of new
rules applied in the switches is crucial for policy correctness. However, the varying transmission
latency between the controller and switches makes it difficult to guarantee all packets follow
either a new policy or an old policy. To address this issue, we propose a novel data flow aware
OpenFlow control signaling system (DOC). In DOC, SDN control messages for rule updates

are forwarded with the same route as data packets and update rules in the sequence of the
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switches along the path. DOC can guarantee the policy correctness to avoid security issues

during policy updates.

Keywords: Security; Software-defined networking; Control plane
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