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Abstract

Data deduplication has been widely adopted by cloud storage provides to reduce the
operation cost, including the storage, bandwidth, and management. Unfortunately, data
deduplication itself incurs new security and privacy threats. This article first describes the
security and privacy threats, and then has an overview of the state-of-the-art cloud data

deduplication techniques with security and privacy preservation.

Keywords: Cloud storage, security, privacy

i ~T 3R

P ok Foirde R mé e FR%Z-%*U% Z #3275 (cloud storage)k 4 7 ° Cloud storage
EL%;IL’:% f#mﬁgﬁg‘:‘j‘}b{#% fj,::‘ f% #* (user) IFEI H— q_ F'&/g user ﬂb )l,a 1% 1}, [g ]Jg IFE mF %l y -‘-y |:|

72 48 user FriF G N7 FE EEWFTHEEH o B F Lehcloud storage ¢ 7 Bitcasa

BT 4 (Corresponding author.)

18



Communications of the CCISA
I_ASA .

= 11

C@ Special Issue Vol. 24 No. 1 Jan. 2018

(https://www.bitcasa.com/) > Dropbox (https://www.dropbox.com/) > Google Drive
(https://www.google.com/drive/) » Microsoft One Drive (https://onedrive.live.com/) > SpiderOak
(https://spideroak.com/) > Wuala (https://www.wuala.com/) % o iz%" cloud storage #7— B %
fe «fi*fﬁz,r AME BT A f R # (free user) - TALAR Hk ¥ R332 B (free space)

B o Dropbox ¢ %+ 2GB ¢ free space * Google Drive ¢ %+ 15GB ¢ free space - Free
user ¥ AL R @ * iz free space K5 K > T AL o ® & _cloud storage & 4oie fF i ® 3

o b B 75 user #7t IQW”F"} PIE B~ FEE-o 8 73 f 7 1‘} e —‘Lﬁmp*} T AREX
F g2t o IR ihfree user LALFN § 3L F i cloud storage SR HLk &P - & free
space > @ B2 % freeuser snF #L > & &_cloud storage 17 7 i BH /L o 10} fé_;féj,é"ﬁ v

2o E F’ (cloud storage administrator) i 75 = & (storage cost) e

BB AR K 'E X cloud storage admlmstrator &7 storage cost 177 j2 W 5 TR

¥ 4§ $4#¥ (data deduplication) ° i data deduplication e w2 B E T2 & #4p e i
FTHREAE T BRI CHRGIOME > L LB R T 15 ¢ (Storage
Networking Industry Association » SNIA) &3 2. [11] ¥4 41> & * 7 data deduplication £
B EE BT UG T 70~95%iE 5 7 B (storage space) © @ iEs B #&f]&@ ERT
70~95% ¢ storage cost © F] 4t - data deduplication ¥+ cloud storage * ¥ I E - B2EF
AR S SRS s g P O
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,T* 2 data deduplication k# BEZRH F s enpE T EM 72 & ¥ap e IER LA T
i {fj}uuﬁ' AR mdatadeduphcatlon ERFE R EF 2 e gf> 580 fgts
A g - B A g A% 4 * gicloud storage 4 Dropbox » iz i3 cloud storage
B A T A T FE A ouser enF L K iE {7 data deduplication | K fas 3 o
4% ¥ i $ S] useraccount p e E iR {7 data deduplication 3E > L2 5 single user
data deduplication> @ % #_¥ 124 #73 useraccount p HF A — H 4 g ik o - 32 {7 data
deduplication 3% »  f 2 5 crosse user data deduplication (£ * fL global data
deduplication) °

¥ ¢ 45 Ui {7 datadeduplication end ] FALE = | X T A > 4 T ILFAL S
file-based £ chunk-based (£ *~ F- block-based) data deduplication ° g ¢ & & » ﬁ H_ R
% 5 H = kg {7 data deduplication; 4% T3 BAHE - - fRkavi: o BIRRET % - P4
< ¥ o @ chunk-based data deduplication B| Z_§ £ #-& B4 %> &~ = 5 B chunk > XS
©2 chunk % B | 8 = Kk i& {7 data deduplication° % &g 28 & > 4o % H 34 ¥] & data deduplication
#7/¢ T i storage space saving K #.e77:%5 0 chunk-based data deduplication +* file-based data
deduplication j& ¥ { % <1 storage space saving - B4r¥ g3 B 1GB cifhk > & @ Bihk

AT dpk o @+ file-based data deduplication 735 B & ;2 JE 17 storage space saving > @
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* chunk-based data deduplication m;é)?u? r4JE {8 < 3R & e storage space savinge @ chunk-
based data deduplication % ¥ 14 4| * 4= Rabin fingerprint [34] 2 #f chH jiF L 2 2 =
variable-size chunk-based data deduplication 1% J& 1§ § % &1 storage space saving » i % data
deduplication 4 58 w38 ¥ 12 S [31] °

Bos o PR TFAL B R @l BT DG A kR A aE 0 BT 1
¥ A = server-side l'ft? client-side data deduplication = #& o 1* 1A KRR user 8 AL
ZEE if]hs &7 ® > A d cloud storage k-2 8 _F #E z%%l)§f4 BT AL oom i F]
K3oouser BFEF BFH 2w 0 € A EH R F A9 deduplication tag 0 T F R K-
deduplication tag + & I cloud storage » Cloud storage i % d deduphcatlon tag et ¥ forw
WATCEFFHEDT R L il fruser £ FFEL P BFH o H ¢ deduplication
tag i file-based data deduplication F € # * = B4 % T 4 fade SHA256 < hash > & &
chunk-based data deduplication F# B €_* % chunk & & fa hashe ¥ 12 &if » ] 5 4o % cloud
storage ¢ S 33 HEFTHET > RMAIFTE I LARAEH G 3}?] » F]pt > client-side data
deduplication ¥ - & % 7 ¥ U tF storage saving 2 “b s iR ¥ 12 jE 17 bandwidth saving 7
(% o

p w0 3¥ % cloud storage 5 7 & ‘4 storage cost > » i 7 bandwidth saving £2 % & i *
H LA 0 $PF* cross-user chunk-based client-side data deduplication * 4 Wuala £
Dropbox ,T&:{i’e’ * chunk size ¥ % % 4MB > * hash function € SHA256 <=7 cross-user
chunk-based client-side data deduplication [10][28] = ¥] % chunk-based i& i 351+ % 454 5
KEAedtHmax 2R IEEM > AP LT B X 2& 5 cross-user client-side data
deduplication «:& i¥ > ;% o« 5 L > A B- (a)FF ruser]l B B FI &L F23 Bk 54
user | £ & M1+ i@ h(F1)2 h(F2)= % deduplication tag » :&42 i3k cloud storage B X 7
F1 22 F2 4§ & > #71Z cloud storage @ % = B negative ACK (B]® 12 0 % 77) il - user 1
BEREFEIBFIEF2-#% AB-(b)g ¥ ~user2 Bt Fl & F3a Bh% > user
2.5 &5 v @ h(F1)2 h(F3)® # deduplication tag > %] cloud storage = 3 F1 > #7112 cloud
storage # v — ¥ negative ACK ¥ — i positive ACK (B]® ™ 1 %77) i &ruser2 ¥ § =
BB F3FY o iz@ ¥ ll'g a1 BB FR ¢ _user mﬁ‘w&wj\ A deduplication tag m@ﬁ%] g
54 2 pre 1 %ﬁ pr B E R A E ¢ 505 & cloud storage T & ¥ { § £ storage

saving °
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Cloud Cloud
Storage Storage
h
§ User 2
(a) User 1’s file uploading. (b) User 2’s file uploading.

] - : Cross-user client-side data deduplication £F3:& ¥ & i|
12% 28 8% 0 R

£ 2010 & B 403 7 7 3‘;1 [18] > & 5 datadeuplication> % H &_cross-user client-side
data deduplication £ cloud storage (Jl T {4 A deduplicated cloud storage) B&R¥ 14 g
PR 2BEER R G o B e Bl = ()7 u?’, a1
¥ "ﬁ r iﬁ d 8% i chhash 11 2 g% deduplicated cloud storage 1 fene i k& &
W% A F ¢ X8 5% &% deduplicated cloud storage p > R4 & B ALK o @
FR = (b)¥ 11 g 1 deduplicated cloud storage § #i§ * @ = 5 — f& covert channel » { =
fn— Bhy KGR BEod f[&::—:%@—*f PR A EIARATR A BEREPEW S SR L- B
£ Refhk o Rl lF“iﬁd (i3 ‘\ 'J“%"K BEFFE > 7 2 > 54 deduplicated cloud
storage f 7R iB & P AR Ry A E 0 PlT NaE 2 42— B low-bandwidth 5 covert channel

KT @ﬁ;] m A 4‘;;@:;&@;@?@ LEEFE e o

@ J< B = (c)¥ 14 1 deduplicated cloud storage ¢ %‘ﬁ;"ﬁ”"’* Mo ; - %8 CDN (Content
Delivery Network) % ]‘w AR as B o R FRE T N AT Bt A BE X
Al -rrxfh%e TR E A% AT EizEd - Lehemail 2 K igiE o A BXK
I{?i* 7 R F P18 40 4k e storage &7 bandwidth TR 0 9T 1 R A e AL #?P:* E ¥ Y
e @ B4 3 enF 1 deduplicated cloud storage » #A {5 #-4p ¥+ J& 7 deduplication tag i
R H B 4 o g pF s 3 deduplication tag £ 4 IE;\;»‘ vk PR EH TS LS

deduplicated cloud storage 7% £ deduplication tag ° ; FlAp e e deduphcatlon tag 2 {5 >

storage ¥? bandwidth saving e &

deduplicated cloud storage € 3% 5 M pF b @ deduplicatlon tag A & A AT AR E
Ko @ P T AR R R E T AR R 2o A T E ORI R 2
12 deduplicated cloud storage sh & & k5 > # R AT e HER XX EFR A | D
BRI p o ot T 7 R IFF AR OB ¢ 53 - £ open source 7
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software i % Dropship [22] # B % &) &k » ¥ 124 * Dropbox ¢ deduplication # jis % i& {7
iz tk ¢0 cloud storage i *

#3 > B = (D)7 12 f & deduplicated cloud storage t eh ity § T L ALITE 4T
K3 oo BREZR Aok I{?i BT %% 0 RIE37T 5 3 4% % o deduplication
tag Grd o TEAIH AL S E o A FFABE ¢ & BRR FF RES RS

FRZBEEFTRITTEE A @:*KII?"&W*%%

§O0 ez TR % i 2 RBEEL x> ¥ b 4 fa cloud storage
administrator ¢ BfF 4t @ 1 cloud storage sHF AP F 0 14 — B &I ey B £
H I Bz w o user WA M-FRE (T4 % (encryption) 2 {8 b B 4e B (S

FAL o et - ko T AFEE GJ E L A cloud storage zﬁ FEOMs 2 ER
(decryption) JEFE I p % o

Cloud Cloud
Storage Storage
h(Fr) /1 h(Fr) fF1
Adversary Adversary Adversary's friend
Hmm... so [ know there is a copy of F1 in cloud Hmm, T know he is sending me bit 1

(a) Snooping the file existence.  (b) Deduplicated cloud storage abused
as covert channel.

Cloud
Storage

Cloud
Storage

h(F1) f1

Adversary Adversary's friend User 1 Adversary

[
h(F1)

(c) Deduplicated cloud storage abused (d) Unauthorized file downloading.
as CDN.

Bl = : & #& deduplicated cloud storage # — & e% > £7 ' # o

e §_user et f2 % - € (¢ ¥ cross-user client-side data deduplication # < o ¥ 14
B- BHFAcB= c 2P >user]l Huser2 PP G - PAhE Fo @ 55 E# key
ABI2F i g o RN RPEET € - Ko BERT TR * T cross-user
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client-side data deduplication ~ & ;* 4 = iZ @ storage space ¥ bandwidth > # I & 7]t %
/1% 7 deduplication tag 3+ & cHpF fFF &7 1@ ﬁ%l deduplication tag = bandwidth o

Dropbox

b <

User1 User 2

& i

] = : user ¥ e B ¥ cross-user client-side data deduplication 72 58

) % 7 Bl= p BT cloud storage P Ah R X >R 0k 322 ¢b > deduplicated
cloud storage » ¥ s 88— B #£2. % poison attack i & [4][41] o T BITHET ?h’z%—"z
AEE BEFHEOT A LI -HERE AT E R S ERFEREEFIE > B
N B U o TR T T U T L HH 2 S F] ,‘tja;%t—"z A B F T
FBEfRF T REB LT BF LIF F 2 @’Eheﬁw—u%am%4(30$&
deduplicated cloud storage / A 3 F> Bl A ¥ k3-8 # + i@ h(A)> @ & deduplicated
cloud storage & F A F @& i» F pr » A #c} 8 G o }* BF poison attackﬁ* C EmE RS o T

AHET kB B @ Feo vg_deduplicated cloud storage g wB2* PigomgE
FREAF ey f - R F5 F = Q-Zj’iA:\..:E.B’\Il‘;\' Gi #upEErELBRFEF
M ¥_deduplicated cloud storage i\ F a3t > i\ MG EE BmEARRITEA T

W B R A SR #F o

AR é/f’é%‘”’—*i‘

BRI Bl = 7R i chk *t deduplicated cloud storage *Ti8 I| & fA% > EEFH
%ﬁﬁjNOﬁ%%’%%%&Qﬁpfﬁ%ﬁﬁmiﬁﬂiiﬁ%%ﬁ%%og%&
1 % ¢ & I randomized threshold 77 ;2 k- X fZ/ LB = ()& Bl = (b)eA 48 - H
randomlzed threshold scheme ez # i 32 £ g% 3| - 4 & * ¢ data deduplication H § 48 &
£ 2 B3k — % deduplication threshold td % 1 (& & - BH & enF 2 E) o » ;‘jk{;“ru Ao

;&P BT 555 td >3 deduplicated cloud storage f £73% > B user & F £ i 7
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Lo g Tuser @ R BT B nFTATBIET KRG Y T OT Wf‘/ﬁ:ﬁi?’ﬁ ’
@ E YT RS (a)2 Bl (D) aE s P~ 2 covert channel o fe ke % & A
®F & pF & B chdeduplication threshold 573& » RISTH & 40 K3 ¢ RIL LM% 75
EEFTOFT M om 2F A > Wuala § BB kp Bl ()5 Bl = (b)ahk 3L
P ¥dcE KB 12T hF R = 2 3 #a datadeduplication » ¥ 4t 4% % #4 data deduplication e
Wuala 335 5+ 4% s ¥ 10 i s > P~17 data deduplication erdF e > e E_is i
AW RPN B GE AR 0 T % R 27 R data deduplication 0 Kk g B
#7% data deduplication F * ch% > FF o

[28] { 4+ %] Dropbox & P # > #4541 { % M > data deduplication &1 2 B o &
4 Dropbox ¥+*% deduplication tag =% it H F & = *hef e library k % & » & § 4ok II§
JF'f E R library B € i = 4- Bl = ()2 Bl = (d)fiiRes { & #% 71— & Dropbox client
software F (¥t en% 25k » Euser ¥ 1 4 i ¥ 7 m J& 7 & *VE 9 Dropbox stprage space

A ?«/z'f?’f! # user enF AL o

T [17] g [32] % ¢ % #% 1) Proof of Ownership (POW) =42 4 % f2/4-B] = (¢)
BRI (PR e A [32] A0 & B 5B L ch s-POW scheme F. %“%;t#‘t Ay o BLE T

Bl= (o) B = (d)mF\: LER RS R A VR "+ @ $% e hash 2 {5 > deduplicated
cloudstorage " ¢ 7 4c ¥ B @ E &30 5 1+ @ hash chuser £47 HE T | higtk s
gt » s-POW )’I‘uf’ﬁéﬁ R >* data deduplication #7133 8k 4e 12 F 3£ ; s-POW scheme *K’ﬁ 0
sdF o L FEr K3 o e s-POW-1 scheme 4 ¢ > — £ 3 user * @& 7 deduplicated cloud
storage P2 %% ¢hdeduplication tag 2 ¢ > deduplicated cloud storage #-¢ fift 55 % B Ah
X2 user 2w > AYEWE fuser v B E P BB bite ho%k user i "B w F 7R B bit
{0 « #_1 > P deduplicated cloud storage A user LA HRERTAH  F 20 BA
user & ;BT FARAE bit 0 &1 R dedupllcated cloud storage 3% 2 > 4 + @
deduplication tag 7 user {Ix?-‘ﬁ » B ﬁiﬁ,%;}-gf;%. 9975 o @ & s-POW-2 &2 s-POW-
3iEd £ 7 0 B E_ 27| deduplication tag 3t & F & i 5 /O 0 v £_% 3% client-
side data deduplication *] %] £ % 3 & F # 7 & deduplicated cloud storage *® =
deduplicationtag # § ¥ # Z & — 44c MDS5 ¢ §_SHAI fen% 453 5 § o F]t » s-POW-
2 22 s-POW-3 % p 4% 4 — i I 2t cryptographicuse @ 7 collision % hash function » ¢ +
P *% <3+ 5 hash #7 3 pEFR > %%'tL k42 s-POW scheme 5%sy o

[32] 9 s-POWscheme H F 7 & Ip chdx B> » i*u‘{fr = deduplicated cloud storage
{2 3| deduplication tag P, 3% 7 & ;:ﬁ d disk VO # fx 3 4 © (5 #E 75 & secondary storage 7
#h % #10) random bit % 34 FF userc F| b o B2 X s-POW scheme %% > & ¢ 5 < gk &>
v H_4r# 4t deduplicated cloud storage # c735% ¢ o 1A% {F fit4e - BL o B2 2R deduplicated
cloud storage ¥ 1/ %gr} - X HP 5 BAhZx S B random bits kK F £ R > s-POW #7ig =
e /O delay » e £_i7 % *T>3t deduplicated cloud storage ¥ memory 7+ /] "4 > & j* 5

)

= % randombits > @ T 7§ Ui o BNt > A [17] #4% 4 e POW scheme %
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HRF A A 3 2452 B cloud side ehpzay #LFE o o 3t [17] e POW scheme 93 & idea
A - B2 5 Merkle tree (HF #—'%1‘]& » T s B dit POW scheme 2z_ %0 » 3% ¢
A it '@ 5 Merkle tree-Merkle tree i & * % authentication> ¥ H 7 %&{— % binary tree>
# ¢ > #r5 ohleafnodes %4 41 i authentication £h < hash » @ b’“r’ﬁ internal nodes %
% d 4p %1% children nodes 7 hash # #4= % & & J1¢- B hash o & Merkle tree =2 E
T oo R R &S F - B tree root T #4775 ¥ &> lead nodes «HF . i authentication © -
& Merkle tree e 5|7 1 4cfle 71 o GBle § ¢ 0 hi &k 9 leaf node & d T
A Fi % ¥ ¥ eh hash o 1245 Merkle tree 21 - tree root h18 AT%EE ** h(h14/|h58) - 4-% &
% F4 i fEld ;1]55;43—‘“? £ F4£ 3 tree root h18 2 #t » Fx JEEH R F4 o
sibling path * ¢73¥75 hash > B|¥ 12 %2 F4 o et o # ¢ > #7353 7 Fi csibling path ¥
#_Fi £ tree root 4pif cf1path * &9%r% sibling nodes % & » B4 F4 ihsibling path (R
Flw oo 4 BiT) jeé 4 h30 hI3o hS8 (LM ek ¢ W) o P Lf 0 FrEg g0 S
+ 4% treeroothl8 2 #b » ¥ = & ¥ h3 > h13 > h58 B ¥ 1 %ﬁﬁ RIpTL Fp 730850
tree root h18 » @ %3+ & i eirtree root h18 & & %k 453 critree root h18 7 4p ¢ > R % % F4

I Feo & 2_ B % 4 authentication = ¥ o % Merkle tree &t e F # 5% ﬁé" »POW-1 scheme
T F_H-user b i#eofh k7 2] & chunk 0 T ARz 2 chunk 7 Merkletree p e g fd » #iE{7
Merkle tree 3& 5 - 3% » ¥+ (245 % k3 #4 % 2z » secondarystorage % ¥ ¥ ¥ F tree
root % memory % ¢ o @ § * 7 user } & deduplication tag £k & 5 4% %k ik £ 0 B
deduplicated cloud storage P|5g#5$ % B ¥R >0 3% 4% % 7 Merkle tree ¢ leaf node = % >
I3 user v @ % deduplicated cloud storage ¥t J& £F7sibling path & deduplicated cloud storage
FIEFTR 7EF tree root o LT 40 A 3t b it e s-POW schemes 7%4% > F] 4
deduplicated cloud storage £ 8¢ ¥| & ¥ & & treeroot & memory ¥ - deduplicated cloud
storage » F & T ® I/O ¥ "afl#& & user £ F B HiEF AR R o & [17] ¢ o ‘ﬁ% K
POW-1 scheme 2. *F » = 4-¥Fdc i@ :xi& POW-1 scheme =it %k #% 40 POW-2 &2 POW-3
schemes® 7 iE F| 5 & ~ IE—ZJF"? 1P o 2 i - POW scheme F #4% 3% ¥ § 3 i OpenStack
Swift % ¢ % H sk [21] -

Blz: - i Merkle tree <H] 7 & &
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POW £ s-POW schemes #u& (F7 11 jE BT ¢ ¢ X'F% o B4 POW scheme (2 Bl 1
a) » ket W o B G ouserl = @ FI & F2- 8%~ F - BoaF Fadgd @ (D)
kB~17 F1 erds 8> 2 &_deduplicated cloud storage 3£ % 34 F° ¥ &% Fl &% 5 if sibling
path AS > F]I’(?—‘ﬂk A3 Fl &% 8 3] A5 » #7141 deduplicated cloud storage & ;% 7 1 &2 5
** memory P — $k ehtree root » & & gL pF P @ h(F1)& user :ux?—‘g v A ¥ 327 Fl and
7 1 o * e s-POW scheme (L B]Z b) > » K F userl @ + @ Fl1 & F2 - &% x 5 -
B I{?i i ;ﬁd B h(F1) kP~ Fl %3 ## > @ &_deduplicated cloud storage R/:iE #%
B[EHR>FL % 5531234591 3 bits £ 0 1o ’ﬂm? P Fl g2 @%% 5,
313491 B bits £ 02 1> *fuRicptw § > FREAF S ’§ deduplicated cloud storage
FRF FRF - R Fla g R P @ h(Fl)huser £52 ¥ F - 7 7 38 Fl ehfeey
s}ﬁ °

4 it e POW scheme [17]H § ¥ ri4f:x 2 & privacy-preserving POWe & [42] 5 *° >
privacy-preserving POW 4k 3t &k > @ #rig * 0> 2 £ 41 * 33 1 randomness
extractor [30][40] 4r_+ Proof of Retrlevablhty (POR) [20] ki = ehro

fez_w PR = 78 I R 4R 0 T*u{user A 74 E + @3 deduplicated cloud storage
3 L 4r B € F IR cross-user data deduplication % sxeiiz BRI AL 02 RITHERFER
AT 2 fd waafgils koo HY o gAY B e 2L 8 IR {7 cloud storage R AE 0 e
AEBAFTHEDRARS - A7 gl 28 4 [9] § ¢ 44 0 convergent
encryption (CE) » *13} 7 CE - ;'*E-{— FATVRE P fERFEZ A A AEP S L
*Arte PP 2 kiE {7 hash % gt hash k§ #ate R * chkeyo F ' e fR2RIFE 2
¥ 12 §_AES & DES PR TR e % CE #t deduplicated cloud storage i * P& 4c f# i 22 data
deduplication #-¥ ¥ 3@ 3 F 45 EE o

Cloud Cloud
Storage Storage
h(F ' h(F F1(5), F1(31),
User1 1(F1) User 1 1(F1) Froa), Falon)
Adversary e Adversary
5
(a) POW (b) s-POW

Rl 7 : POW scheme & s-POW scheme [32] =H] 7 & &

Bl= 12— BfHE6F P CE 4o b i & 4 f2 % ¥ cross-user data

26



Communications of the CCISA
I_ASA .

= 11
C@ Special Issue Vol. 24 No. 1 Jan. 2018

deduplication > % ®l= % ¥ > userl £ user2 £ 7 juit® @2 I Apidid o fe AR R R
P B Fo 3 HIER- e fgm 2 o ¥ user 1 ¥ user2 p o EH key i o Tﬁﬁrﬂ
Z A E& om0 @ A F g4 B A7 % 2 R E 2 A deduplicatee i 4] * CE 38
user 1 ¢ 1 * 3+ 8 h(F)T 4% h(F)§ 4 F e key o #. 15 » 3K - B 4> deduplicated
cloud storage p ;2% F 3% » user 1 ﬁ‘u%ﬁl:}%\— 4% deduplicated cloud storage 4R % #&-
C=Eh(F)(F)sirhash 2 C A ¥ } & o 4% >user2 827813 P userl 3 TP 3 # » i 4 ]
LAY BT - - WARELE ) e ¥ dhkey £ 48§ AR L h(F)E 9 5] - -
£ ¥ 143k deduplicated cloud storage i& {7 deduplicate e % o AiztheaiEfeg ¢ > 7 4
¥ L% T > data deduplication it # A § FlE A fER A AREME o ¥ b o 4 F 0 Avig ",%
TEREF FendAz o L g A g BEEF KT EREDF omiET TR RE e -
i & & 7 CE 1 backup system eni]+ ¥ 12 43 [2][39] -

CE ¥ m £ file popularity Fadp iz kel e 2% > [38]; B4ek 27 - B
popularity threshold » 3 AZ3E Ff§ %k 41 7 & 45 % i encryption > Z RIA 7 F & o & &% 4w
B CE e iviff22 15 > ¥ UF A B CE X4 8 [4]; L L6 dmefFd § 3 4
FE 3 Bopass JARAEE cZREIL-T o LFAPER T - B pass HE LA

"% & %-F & 8 9% % 8 F 4L secondary storage r Il memory § 7 FEY o B
T EE2LT CEd3 B pass kp (1) 35 &4 @ehkeyh(F)PF » #1545 hash 3+ 8 2
&% F|Fen® B bit> #7108 § - B pass ' (2) 3+ E deduphcatlon tag Eh(F)(F)pF » #] &
%‘;*% Z &% 3| F en& B bit> #7128 ¥ — % pass» (3) 3+ & h(Eh(F)(F))P¥ » ] % hash 3+
§ 2 &% 5| Eh(F)(F)eh% @ bits * Eh(F)F)E A% F A 5 Bcfbm™ - A £ 4507
%o 9 B H - i pass o d 3% 3 pass FRALE « £eh 1O &3 h > Bt F & 3-pass
CE e m5 ¢xd 2 F o CE % = @44 BLR) € 3 4w #7iF poison attack <1/ & o f
[4] % ¢ #m > 55 91* CE #r#{ {7 #h data deduplication &_% 3% * C=Eh(F)(F)
deduplication tag h(C) % & deduplicated cloud storage # /2 Fif 4% €% © 375 o 97U R
& deduplicated cloud storage . {c ] C2 {8 » "ML p e A I F P Cv Ly e
z. e 3 A h(C)- #-— $RehiE » ¥ = 2@ A poisonattack o #&[4] § ¢ AT MR 2
¥ . poison attack 2 F L2 5 strong tag consistency (STC) -

A [4] 2 RIS fﬁ%ﬁé # > pass Bk # €22 % +H CE - § 4 §_Hash-and-CE-
I (HCEI) 44 11 -HCEL 578 i+ % 1R = 5 215 3 & Luser's 7 #07 CE #:4 % k=h(F)
% key k4@ F 2 ¢t > &% deduplication tag h(k)=h(h(F)) %k ;& deduplicated cloud storage
oA iR LE 2 g0 oo HCEL foed e R i seig; v i g Mg 7 h(F) 4
C=Enp(F)eni& & ¥ it £ & /O 2. ¢ » F]1 5 k=h(F)&_- ® {x4& ¢ bit string > #F 14
deduplication tag h(k)s73- 5 2£% j§ 8 - fj % 2 » HCEl " ¥| % 3 2-pass iz £ HCEI #r
F % D7 fv #4547 poison attack 74k 8L o 3 & F F] L h(k)e 58 Enp(F)sep F8 9 o A
H I'Ig’t'% XSV Téviﬁ;f‘%lr' Eve(F))[[h(k) izt et @ > HRF PR FARERSY - =
AR+ F R F o F)pt > HCEL # 228 — B 3§ * ** deduplicated cloud storage «+c 2 &% =

27



Communications of the CCISA
I_ASA .

= 11

@ Special Issue Vol. 24 No. 1 Jan. 2018

;\‘A o
Dropbox
b
Deduplication - o
notoccurs | 1=h{C) T=h(C§ Deduplication occurs
User 1 User 2
k=h(F <—kh(F)
] = : Convergent encryption (CE) 1]+ § i
Dropbox
b <
Deduplication 2 Beduslicatt :
- h(k) h(k)E eauplication occurs
User 1 User 2
k=h(F) 3 (_ k=h(F)
] - : Hash-and-CE-1 (HCE1) &l # &)
# % » HCE1 ##c 2 = Hash-and-CE-2 (HCE2) - # %7 HCE2 & jp X <7 HCEl ix1 3 =

fPees > w§_ HCE2 *\F{,«L’fi\ pofde user € 7 BT - ;%ﬁ %ﬁﬁ“ K4 % poison
attack - 2 §_p& HCE1 =3Lp] k3% > poison attack §_— ¥ 14 7})#;13'.?—}‘;]“ ETELE e F] L s
HCE2 s & R ae o Rz T T i“ A huser 7 € A X poisoned data E'L%B’%‘,EFM e g
# 2 %% Mpoisonattack # ¢ # 4 o AP H;ﬁd R~ %55 HCE2 4o i@ i o & Fot

F@rRERL > ¥l 5 ¥ HCEl % > - ﬁ’”“rlll-ﬁ'-fﬁo 1""1\?3“&&\’?]”"1?5’.
¥ user T FH 215 ﬁ&g AEFHERfERPT Fom P@%bé’fiﬁﬂ TERPF Iy &
vorLE - @ h(h(F)) 0 ® B3R E Ak e h(h(F)E & 2T v ki h(h(F)- #-
4 §_- HCE2 i&{‘fll? EHEISAkEE T R user ¥ ¥ 7 § 4Ll X poisoned data
STHR S o 2 —f['—jfﬁl vL 3% strong tag consistency 7 7 ¢ [ poison attack # € & £ | [4] #

k83 1IR3 5 tag consistency °

28



Communications of the CCISA
I_ASA .

= 11
@ Special Issue Vol. 24 No. 1 Jan. 2018

Dropbox
b <
Deduplication
pEanen Thik) E,(F)[a(k)
User I ttimey User I (at time t+1)
;| Compute
k=h(F) > I. F=%k(C)

4 2. T'=h(k)=h(h(F))
E Accept Fif T'=T

B] ~ : Hash-and-CE-2 (HCE2) @]+ g% )

e [4] * #43%3 7 randomized CE (RCE)> %45 & 4 tagconsistency =73 $#% 2
T -ﬂ.@é&-ﬁﬁ‘iﬁikvia‘ o RCE e:& (7527 'JF)T B4 o2 ¥ >user £ % &4 — B random
string A2 5 Lo 417 L 4 #key % e % F @ 5] C=EL(F) » I PR > user # & o k=h(F)
RigqIr KERIK AL EFSe R o EEF C2=E(L) » 2 {& » ¥4 i@ & deduplicated cloud
storage “iE #h % £ 3 ¢ 5% v £4ck HCEL ¥ HCE2 - 43 * + 1 deduplication tag
h(k) % i = - @ % datadeduplication iZ 3 # 2 7% > B[#-C1 & Co - 4=+ @& > deduplicated
cloud storage B|- % % § h(k) > Ci> Coo @ JI* i2fiF i 0 ;4 ik {74 B 22 data
deduplication %+ kB 7 14 18 1 concerted 1-pass o ¥ 12 j& B4 7 &1 » 8228 E(F)e3* )
h(F)m‘L ERFE A 2hl0 R AL @R LA (F AR Y k& EF)ant

LG MRS ER) s dod user WL GF T A H g BTV AR S o Aot

koo BEART LR e 1-pass 0 @ E_#73) &0 concerted 1-pass (B F L T a 4 A
1-pass) » e §_{7 A Fsk {Fin ™ JE (FraF e o

Dropbox
b <
Deduplication
Fm———— notoceur L7 :
I User I ttmey 1 Can be seen as a
! I concerted 1-pass
L > k—h(F)> : P
I
1 1
I_ ---------------------- .I

[ 1 : Randomized convergent encryption (RCE) 5[] 7 4 &

29



Communications of the CCISA
I_ASA .

= 11
C@ Special Issue Vol. 24 No. 1 Jan. 2018

CE » HCEI » HCE2 » RCE % [4] ¢ %ifi % message-locked encryption (MLE) o &-%f
MLE #%$% poison attack i 4 12 % @ 9 ek kb s A P F 28 Bl 4o B L 2R o
F 4t o ¥ 10g Mo B2 RCE ¢ 3+ CE> HCE1 » HCE2 4 3¢ > 12 £.7~1% 7 $$3<3§ poison
attack ¢ 4 11 & 2 F g ¥T o

I Poison attack Performance

CE STC 3-pass
HCE1 X 2-pass
HCE2 TC 2-pass
RCE TC Concerted 1-pass

Bl : CE > HCE1 > HCE2 » RCE 2. fF et din £

e &% & vifE MLE > 8% & - B HR e -7 data deduplication it # e jz § >
Ao RERF AR FE-FE ARRD ERF A o S REARDRFILFL 2%
ot MLE “"3 ¢ 18 < brute force attack ° ~ 1*&{;& R LAY s KIS AL B SR
? % low min- entropy P i [17][5] (min-entropy #3% % Tl Y T Feh- 32 0 &
B AR (T3 7 A doendti>) o brute force attack R ¢ &2 key # 9 13 CE # 3]
4 [ run B ATF F A 0P 2 pattern T JEACE I aEt e 2 TARLL P oA g
B E AT K AR o P T AR LN (lowmln-entropy) R
WiV s iakey kiRFL 2 B CERFI St o Fpt s APZTE I - B
ELV L RFHILFIHRE Y Z E TV Y implementable 0% 3Lk #=%  deduplicated
cloud storage £2 4v & % chff 7 o & MLE A% [4] % % 2 18 > [1] S #- MLE 4v 1z 2, &
[1] # » P < ¢ distribution » 43 gi&d » ¥ ¥ & & chF 4+t >t A [4] 5 MLE shkey
%Ldeterministically Mtz [1] A MLE mkey N Kfully randomized > & F? B3 4o dp

gl (dﬂ K\-&- <

J

> R EFL AKX o [1] P OMLE PP AR RA o
¥ b @ Ao MLE > user b @ F L2 ?; s HPINE - AR R E *K,u BT
i hash (4 oL i 2 civkey) fuser e B4 - B0 %ﬂi\? Bk
e RZHB Y RER B R key R R AL R E - LR k- § o P key

SR - fEE S Ft e [23] F ¢ Rl - 24 CE z’v”lkeymanagement 7k o
bS] E¢ o - Banfhenk SR M;a % DupLESS  DupLESS % £ 3k 5

B BRI AAFESREE Y 0 2 F ST G F AT @3 deduplicated cloud

storage 2 ¥_j¥_deduplicated cloud storage i\ i 1" R B S L M Sk e gl

d 4§ a3k B % E R A4 o i deduplicated cloud storage <& & k5 > » 7 it F] 5 user n’e*

* 7 4r %@ 3k datadeduplication % ko ¥ b o A BHERBF Y 0 F LT F&‘-‘:g%ﬁtﬁ?‘}‘
F A f_malware » & > @ FA g % 2T L F oA B S T eaiE e TR

DupLESS + ¢ % Jg &k el Rk - B eh® 24841 -

30



Communications of the CCISA
I_ASA .

= 11
@ Special Issue Vol. 24 No. 1 Jan. 2018

J;"%‘]—L—i.}‘uﬁrl\? Bl = #7®& & 77 ¢h— % > DupLESS & ek 5 &2 % > n& 225 By
ek P A H BB E Bouser A2 key REHE P B HF e R ago BIPP AP
feenF o T35 4v i endh i 0 B 72 4% deduplicate °

Untrusted
Storage service

\ CB R i
Store C iff new
Cp and Cp different

Bl-- - suser By ehde R AR IR T T A ST E R P cloud storage 77 Fr s (L H . 2 {F
data deduplication & ;* "gf]i& {7 » H ¢ EaA(B)2 E(AB)¥ i* % * A § key*t % B

GRAE R ) AMSRAE Y 4 Y IR R R B R
T AT R % ihkey 7‘5'3 AP e ; ;g,jfﬁP“ 7 ouser ¥ et Ba E R data deduphcatlon }\
PR 4R o 2 {%&r?}i Z 0 o R BEE Aok 3 Z P - 5 user R Fodk
compromise %% *TF & ok i@ * 970 key Bl k & ‘{;I(%'-!ZIV'SE ’ T}Lm >34
TR erE A o BE AR Eﬁ: T Ek ,—?: B2 %o e EFeF L TTTD algorithm [13] £2 3k

deduplication information 3% 4 F foouser #3 [35] 0 £Fiv JE {8 243 9 deduplication gain °

Untrusted
Storage service

g \J C‘—E(Kf)

. Ak :; J /‘;
\ K-

Bob

~ 2 c-stkn W/

Store C iff new

Bl =: %75 user x * [p - Jo key i&#-& ;% i | compromise resilience & F o
Ea(B)2 E(AB)¥ i* % * A % key*r % B

31



Communications of the CCISA
I_ASA .

= 11

C@ Special Issue Vol. 24 No. 1 Jan. 2018

PE - ¥ o enfRih E 2K F B ouser *K)&: EH key j\}"%;- '}' lp;dr. % o DupLESS %
& key % it % eh 0% [5] 9 RCE § 4702 o 7 125 M~ = % @ 4o DupLESS 188
% > DupLESS fruser g £ f]* CE k$F 7 ete % 'J c1 o 2_1s user * R R PLE- B
random string % & CE #7i# * chikey pate % > 73] ¢’a o Befd user #-c' &2 A gnt @3
deduplicated cloud storage o izt ke 4F i 87 14 2R data deduplication 22 AL 4r B T 5 »
L Ex 2 GHEBAHCE- K> FEGHF B BFOT R D hash fRikg T i;‘ﬁé% o ¥+t @
13 igfhaB gl R % B user MO FEFFHP- 4 key TV AR TR - Bl R
TR A X F SRR R e ROTORE KRR oon AR BFAER Y CE
% chkey £ F9]* CE eh3 5201973 gl » 97 2 R 181 ;g_ﬁ . 'JF': 2y i
it i ig * CE i 7 #2478 key management [23] «4f fe g 48] o ¥ 104
athizix B HF F & 24k deduplicate 510 e §_F] 5 $— §= key fte B2 fé g
o F 5 #cp bit o A2 EE 2R & 2 A% deduplicate 0 & ¥+ deduplicated cloud storage k3
’f’“?ﬁ 24 caBLtzaugB ey KRBT CEdf it 2o Bk £ & cl#
D3 F CEeh> » & 4ot 973k » P = %I’(?Jf ¥ 3 low min-entropy efiin T 5 W
II‘?f’i’ 0 = B L] g’im§3‘"‘ A f&"\"'ﬂ—t’f%}]\ % = ¢ brute force attack %

Ep

Untrusted
Storage service

" U
< Allce \

J le—E( .N

< E(Ko HD) WA

| Bob %/‘&v Store C iff new

A

B~ = : DupLESS ¢ # idea > 2 ¢ Ea(B)¥* E(A.B)F %4 % A % key 4 % B

F FoTFaRAL > DupLESS [5]49%8 #1444 ) % o & DupLESS ¢ » — B 3 ¢ 3 4 0>

Hi7H L,iﬁ"_ﬂ % (deterministic algorithm) 7 key server (KS)# 4c » T3 § ¢ & B KS ¢

iR A E A G user w H A * P2 chfilehash k@R 0 B KS v ¥ - B F L key %
34 [ chusero F] 5 KS & # 7 deterministic algorithm » #7172 48 F £ file hash #-3 5% 4p F e
key » F]pt > Wi 7 fperuser ¥ KS A3 - € £ 340 cikey > 4 FIt o JIF ArHEE o
key % 4¢ i@ e3E o géé 2 ip o7 124 deduplicate eh7% © o A K KS =3 auF 5 jE K3
By nfRT o 4 F R KS rEE dkey 2 B4 BT A T E A Aphl e PTILR B
¥ CE (9% < ¢ & low min-entropy plaintext f¥ 8% % > 0P 48 o 2 8 F Wi % &

32



Communications of the CCISA
I_ASA .

= 11

C@ Special Issue Vol. 24 No. 1 Jan. 2018

3N
ot e

RePZEH2 67 RS BRI (1) 224 KS - & 2 %75 633 key» RI» g K
PEEA LT LAAFIHEDkey (2) v KS ApF > P 2 cifilehash 42 i% )
% file hash % low min-entropy plaintext F¥» £ 7 % > o #4401 & PR AL > 5 &L »
SR RE A TR B [5] ¢ enfd i 2 A A KSR B B o okfalo H
feenRILE DT ¥ user & 7 PP FEHRS TR Rkey hhig 0 m B4t §hh
U REES {I’i?*“ﬁ T N HERRR o S —“Ff R 42 [5] R4 * 7 Oblivious
PseudoRandom Function (OPRF) [29] % f#;4 - OPRF i & £ &= 3 7 13 T chuser it &
AR RBIE P LR 2 T E I - B random value © @ OPRF i&38 455 1 £ 543
¥ 12 fi# 4 DupLESS #7 TRt 3L o F] G Bde i Bl 2 42 o user &2 KS ¥ ARG 3 7
ix; user # 4 file hash 3® KS # %> iz & KS * #4245 file hash % & 2 & key o 7
P OPRF ¥ 12 5 F W RPREfRE - AP R KBl » 7\ — T DupLESS ez mi42; 4pt
Bl = A2 user v A_* filehash # 7 bite % ngw‘i’ user £ 4] * OPRF # KS & B~- s
key I $F 344 % > RIS I * user p © M- & - individual key ¥ KS %4 fhikey it
Bis 0 — & %> @I deduplicated cloud storage °

T LR L w ST L3k 5 5 DupLESS ¥ & s iE LA - "ﬁ R iR
SRR R EL M;B’»gv T > F] 5 DupLESS ¢ * ¢hi 2t CE > f i 4r
CE 4.7 low min-entropy ¢ case ¥ 14§ »25 3 RAL > #7100 5o 7 i Al plde DES/AES
Zoggente iE 0 370 2 F oA o @ B AL & user % BAL compromise E]‘JI’J:?}—*FT? - B
I * iz 5 4% compromised 8 B - B ¥ KS G h g 0w E F) 5 Ukl ko I’«:éif—fg 20
BRdk? 5 enffiE s B &z iy keye &8 > * F Z_KS # compromise ¥ ? F] i
DupLESS # {7 eZ_OPRF » #7114 KS » ;% & (¥ file hash & # # T > #7020 KS &2 4
S KA R EPATHEW o & [S] ¢ o DupLESS % 2 HE R F ARERED > L Lk
[12] # > DupLESS e1% 2 ¢ St Beta M > 0 4% 1 — B % 4o P2P 2 #7cha 4038 %
f#%ﬁxiﬁéﬁ - o KS o # ¥ s @4 H - KS #hsingle point of failure F* 4% -

His s 37 KR s encryption » compression ¥ data deduplication [3] - - 4k
2z & Pangohn % BAR B 0k [15] 0 BLAL# 9 data reduction FHEFE 0 data
deduplication z_ ¢t » ¥ U pEY £ p0 @ rﬂ*é,"* 3812 2 % ¢ compression ¥ data
deduplication 2L {5 14 % e b 7% 2[19] 3 % ¥ & # POW s encryption » data deduplication
= ;Fk’ &L e § % o 2 bilinearmap AP § LT 2 ¢t o 5 HIRB K w3 F BXK
FlR LA R F A L o AR "F%" % — k¢ data deduplication 7 F > » 7 4P
¥} & cr1secure data deduplication & B 2 11k [24]- & [25] © BRI E_4]* proxy re-encryption

I

=% ol

e 77 Rk JE 17 policy-based data deduplicatlono i [27] ¢ o - B2 5 deduplication proxy
& F 4L 31~ > user ¥ deduplication proxy 2. R i F € F  intra-user P data
deduplication @ deduplication proxy ¥ deduplicated cloud storage 2. F¥ /| § 5 inter-user (»
ﬁ%‘u{cross-user) 51 data deduplication-[26] 4 %]+ J& secure data deduplication * 7 mobile
device } a8 o [37][43][44] ~ B ¥t privacy-preserving data deduplication £2 POW % —

33



Communications of the CCISA
I_ASA .

= 11
@ Special Issue Vol. 24 No. 1 Jan. 2018

W R T 0 ) B e 2R o [48] B E_E E# proof of storage £ data
deduplication 48 5% & o @ g+t >+4]* MLE £ KS %k 23 {- data deduplication & #c f2 % > &
[45] ¢ - equality predicate encryption R|4%4% 1} > * X ¥ ¥ — 3 {r data deduplication
B fRpenfliE o Bfé 0 A [36] P - proof of retrievability (PoR) ¥ proof of ownership
(POW) At tele - BT &4 bR

Authenticate f
clients ”‘B
o Allce \,Q

File server

S \

0\)
0\0\\ ? Gl A < E(K,f)
K_2o%8 i E(KA K)

/\J(eyServer
v C F(Ks P 1)) K-‘ H

Bob : Store C Iff new
Online gA : ggﬁ f)
bruteforce B By
External attacks Authenticating clients Break encryption (very hard)
Client compromise KS interaction overhead Online brute-force (slow)

_ Obliviously evaluating F Brute-force attacks

B+ 2 : DupLESS i# {7 ¥ wif 4%

Z*‘ ﬁ.‘? FF"&E

B >t deduplicated cloud storage + % > &AL 7 H 7 £ 2012 & [18] B4 iz
RS N deduphcated cloud storage F eh% > RP AR fi 2 4% D o e &
2 i ’ﬁﬁ;}‘t' |5 T R AR l;fﬁdw

1. POW emed % 55 » )I‘LJ‘! Bomens i oo a 7*»{ POW scheme [17] £ s-POW scheme
[32] k2 » ¥ 12 %}tﬁfﬁ“ #f » POW scheme =7 communication overhead Bc& + 3 (%5 # =
¥ user s HL L @ 30F user + @1 — i% Merkle tree ¢ sibling path % @5 E) @ s-
POW =77 cloud-side overhead f&n‘% #& (%15 deduplicated cloud storage 7 memory -k ;‘1
x5 A0 A i ¢ bits) o F]t o & Z k3t - B 49 B PF 4 user #3¢h overhead 17 %
deduplicated cloud storage =4 =77 overhead & best balance 77 ;2 o

2. Privacy-preserving data deduplication ¥? client-side data deduplication e~ ;2 &2 p {£ 2

34



Communications of the CCISA
I_ASA .

= 11
C@ Special Issue Vol. 24 No. 1 Jan. 2018

FAAL ZApE A oo Byers CE[9] ¥ DupLESS[5] 'rmsq; ko2 &g CE &
IxpFEray ‘} 1 ¢13 file hash V‘I{? X L " ¢ BT X e # low min-entropy =7 case
7% € & {77 2% I 0 brute force attack - & §_%] 5 & i {7 client-side data
deduplication > user %*b % & + @ filehash 3 deduplicated cloud storage » &~ & ##3k
7 brute force attack o — B ® & enfF /4> = % & DupLESS » @ user #_#% ¥ KS /&
W 3P key B4 B2 (8 0 A ¥4 B 18 0 F R K A client-side data deduplication ©
e f FE ¢fi)j£’§ user {¥:L{-F % % &9 communication overhead (£ KS i 3u) &
computation overhead (3* % OPRF ¥ AES) ;I‘ €F ¥ A €§I’{§U‘ ¥ user i {7 DoS
attack o F|p* » & F K3 - BE 3 F L DoS attack iy 4 57 privacy-preserving client-side
data deduplication ##/] -
3. B2 DupLESS[5] 3 » 7 KSk:E7# I userz IF ¥ 1% £ b Hﬂ?‘ﬁlﬂéﬁ'ﬁg % chkey>

fe _KS i@ 1717 £ ip K AL d 27 DupLESS *L417 i@ * Tt Lo % A|y4a kil ™
BIETRAT * £ 7 ~?*‘°ﬁ’é?19'——ﬁ % % % user MJRFE o FP 0 KS T 04 B
‘?‘L&ﬁ)‘;?ﬂﬁ KZEK > Houser & * o @ A F g - 4+ Wi * H Dropbox n—\Google

Drive B & ’;5 i;" BEIZR om KS % 245k » 3 € F 4o Verisign 2 geha
7R %Fl’iﬁ » Flpter— ¥ g = 2 KS @08 =% L deduplicated cloud storage #*
£ o e §_KS £ deduplicated cloud storage % F — B H > &k fadF o » 7 KS £
P~ OPRF > » ¥ iy F] % deduplicated cloud storage e Fp P EE RS E KS 917 i EE
e file hash @ # & L3 OPRF ¥t % > %z o Flpt » £ 37383 KS £.F o d
deduplicated cloud storage ¢ i& & i € & méﬁi

B R %

4 4] * homomorphic encryption 4 + AES & it 53 #“v“r% POlSOH attack 1% = 'vq
F protocol’ f1 * £E_homomorphic encryption #&F % 2 WUi8 & 3 AP 2 p i
FAepeanid %z Mo Ao * 8 ElGamals & cyclic group G of order q with generator
g, % public key % (G,q,gh), # ¢ h=g* x & serect key, F4c % m #i3e5 E(m) > *
€m) = (g",m -« h") > random r €{0,1.......q-1} > ElGamal 4 {+ & E(m,) « E(my) =
(grl’ml . hrl)(grz,mz . hrz) — (gr1+r2’(m1 . ml)hr1+r2) — g(ml . mz) o & % kf P
AES *e 3 £ 41135 5 B, (f) °
CASET .4 % - =t @h% f chpriz » 4] shorthash ¥ v H i 208 ¥ ehds 17> 7] 5
shorthash ¢ & 4f F # B » & attacker ¥ 3| sh()hiZ g2 dE % @ M- B % oD
shorthash > % ¥ % i¢ * hash %% > ] 5 hash gidg %% > #7120 attacker # 14 * brute
force attack k {Fa-fo % - & * ¥ iﬁ' | * short hash & = 9h 2|47 f 8 F 7 & ¢ (GRE

?‘L‘L wﬁ-’lo{lr%/k},m ’?\T ’WJ/)‘P]FE]I;' fa ;wi‘lglg%‘i “’74};,,“/\%—!“']%

35



Communications of the CCISA
I_ASA .

= 11

Q(C Special Issue Vol. 24 No. 1 Jan. 2018

X ORF R - R XA 2 keyagagkf R i bl E(ky
). ey Enn(ke)), By (I F oo % 5= imit 7 4 BRI 04 £ s
i > — tk € £ 41* shorthash % A= 2[¥7 ot F 2 23 € ‘_?" (20 R B N L
'jﬁ > ;}'%_:f;.iﬁ:‘#f.%g(kf * h(f)),Eg(kf)(Eh(f)(kf))%{:‘é?: [t '?;T I e LT _j—z '1‘7
ﬁ g ehf kR ED) > £ 1* E(my) » E(my) = E(my « my) L 1E FIE(Ky)
2IECke) 2 j# B Eg(r,) (Enepy (kp)) W 21 Engry(kp) » £ * h(DfF 5 @ Plhp> 2 16 % = 22 *
F,'N’* f3 T Pl ekt p e e f P @32 5438 (7 find match > 3 find match R] 4 77
ZxhFE Ty 225 4% poison attack » # #/% find match R ¥ i £ =+ e f @ Ak ecd
I PERT IS - P B LMY A2 R e S o i

FEWA 2 ke o K18 BE(ky - h(D), Eg(,)(Enery(kp))s B, ()L 255

Case | T CTECT—— %€ ] ot ms ez
normal shif) ECep b)) EegeyEnin (kD)

e Y
shif’) ECkps - h(F7) EE(kl.)(Eh(l")(kl")) B (F) _ shif') ECkqr - h(FD) Es(kfr)(Eh(f’)(k!’)) Eg,

B+ 7 : Case I :normal & i% B] %

Case I [shorthash [item1  lwem2 | Case I [shorthash [item1 __[item2 ___ [rem3 |
Poisin attack s ECky (D) ErpnEnpU))  Ei(F) Poisin attack ™ sikf-:(ni) Eg(k,)csnm(k;)) Ex,(F?
h(F) Elkyr U By Enry ) B S| G| Bl | i)

(@ T 0 oG @) )

CASEIL. %= = * ¥ 121 @ % po 2 1657 sh(p)=sh(f) » # F¥ % = =% * % 117 sh(p)
I EAR G WIL 7 o AR R B W p v R AR

36



Communications of the CCISA

I__ASA .
L_rSA 11
@ Special Issue Vol. 24 No. 1 Jan. 2018

§ WECky WD), Eg(r)Eniry () % 2 i6 » & - i b Byl 5 52 n g
AL pr T REZEIN I REAE() > T2t - e hRREL LR E A - B
bitstring > # # bitstring#kp > ¥ % = =@ * F & * bitstring *c % p & + @ 1 2 2§ find
match © 2 3 &% find match » % 7 2303 G R po #700s £ v Pl % - < @enis

& -H} l% ‘Q‘Jéé"‘ﬁ‘@ ]L? °

Casell ot jnems | eemz Case Il [shorthash [item1  Jitem2  litem3 |
hifj=sh(p) €y + WD) Eer)(Enc Uerd) 0 SN e A
S =5l . hi -
e e R e )R e / shif) Elkp DU Eqfy )Engry ) E ()
shif’) Elre - W) By VErrnCgnd) By i
! [EX) Wy B v Erip (k) Eeg® )

Cloud Storage

===
I

Cloud Storage >

B+ = :Casell :i& T @ T

Z~2%

* < $5 it 7 cloud storage £ data deduplication #77 % =% 38 overhead saving 12 % §2
@ ke & 3 security ¥ privacy threat o & ¥ i & # it (0 g POW #4]#7 secure data
deduplication ##4]e2k 2t 5 A PR F T * E e ),%‘?'@E » TP Bis A — E #7400 secure

data deduplication # 1] -

542 e

[1] M. Abadi, D. Boneh, I. Mironov, A. Raghunathan and G. Segev, “Message-locked
encryption for lock-dependent messages,” International Cryptology Conference

(CRYPTO), 2013.
[2] P. Anderson and L. Zhang, “Fast and secure laptop backups with encrypted de-

duplication,” USENIX Large Installation System Administration Conference (LISA),
2010.

[3] N. Baracaldo, Androulaki, J. Glider and A. Sorniotti, “Reconciling end-to-end
confidentiality and data reduction in cloud storage,” ACM Workshop on Cloud

37



Communications of the CCISA
I_ASA .

= 11

C@ Special Issue Vol. 24 No. 1 Jan. 2018

Computing Security (CCSW), 2014.

[4] M. Bellare, S. Keelveedhi and T. Ristenpart, “Message-locked encryption and secure
deduplication,” International Conference on the Theory and Applications of
Cryptographic Techniques (EUROCRYPT), 2013.

[5] M. Bellare, S. Keelveedhi and T. Ristenpart, “DupLESS: server-aided encryption for
deduplicated storage,” USENIX Security Symposium, 2013.

[6] J. Blasco, A. Orfila, R. D. 1. Pietro and A. Sorniotti, “A Tunable Proof of Ownership
Scheme for Deduplication Using Bloom Filters,” IEEE Conference on Communications
and Network Security (CNS), 2014.

[71 B. H. Bloom, “Space/time trade-offs in hash coding with allowable errors,”
Communications of the ACM, vol. 13, no. 7, pp. 422 - 426, 1970.

[8] G. Cormode and S. Muthukrishnan, “An Improved Data Stream Summary: The Count-
Min Sketch and its Applications,” Journal of Algorithms, vol. 55, pp. 29-38, 2004.

[9] J. R. Douceur, A. Adya, W. J. Bolosky, P. Simon and M. Theimer, “Reclaiming space
from duplicate files in a serverless distributed file system,” International Conference on
Distributed Computing Systems (ICDCS), 2002.

[10] I. Drago, M. Mellia, M. M. Munafo, A Sperotto, R. Sadre and A. Pras, “Inside dropbox:
understanding personal cloud storage services,” ACM conference on Internet
Measurement Conference (IMC), 2012.

[11] M. Dutch and L. Freeman, “Understanding data de-duplication ratios,” SNIA, 2009.
http://www.snia.org

[12] Y. Duan, “Distributed key generation for encrypted deduplication: achieving the
strongest privacy,” ACM Workshop on Cloud Computing Security (CCSW), 2014.

[13] K. Eshghi and H. K. Tang, “A Framework for Analyzing and Improving Content-Based
Chunking Algorithms,” Hewlett-Packard (HP) Technical Report, TR 2005-30, 2005.

[14] L. Fan, P. Cao, J. Almeida and A. Z. Broder, “Summary Cache: A Scalable Wide-Area
Web Cache Sharing Protocol,” IEEE/ACM Transactions on Networking, vol. 8, no. 3 pp.
281-293, 2000.

[15] Y. J. Fu, N. Xiao, X. K. Liao and F. Liu, “Application-aware client-side data reduction
and encryption of personal data in cloud backup services,” Journal of Computer Science
and Technology, 2013.

[16] D. Guo, J. Wu, H. Chen, Y. Yuan and X. Luo, “The dynamic bloom filter,” IEEE
Transactions on Knowledge and Data Engineering, vol. 22, no. 1, pp. 120-133, 2010.

[17] S. Halevi, D. Harnik, B. Pinkas and A. Shulman-Peleg, “Proofs of ownership in remote
storage systems,” ACM Conference on Computer and Communications (CCS), 2011.

[18] D. Harnik, B. Pinkas and A. Shulman-Peleg, “Side channels in cloud services, the case

38


http://www.snia.org/

Communications of the CCISA
I_ASA .

= 11

C@ Special Issue Vol. 24 No. 1 Jan. 2018

of deduplication in cloud storage,” IEEE Security & Privacy, vol. 8, no. 6, pp. 40-47,
2010.

[19] X Jin, L Wei, M Yu, N Yu and J Sun, “Anonymous deduplication of encrypted data with
proof of ownership in cloud storage,” IEEE/CIC International Conference on
Communications in China (ICCC), 2013.

[20] A. Juels and B. Kaliski Jr, “PORS: proofs of retrievability for large files,” ACM
conference on Computer and Communications Security (CCS), 2007.

[21] N. Kaaniche and M. Laurent, “A secure client side deduplication scheme in cloud storage
environments,” International Conference on New Technologies, Mobility and Security
(NTMS), 2014.

[22] W. V. der Laan, Dropship, https://github.com/driverdan/dropship

[23] J. Li, X. Chen, M. Li, P. Lee and W. Lou, “Secure deduplication with efficient and
reliable convergent key management,” IEEE Transactions on Parallel and Distributed
Systems, vol. 25, no. 6, pp. 1615 — 1625, 2014.

[24] J. Li, Y. K. Li, X. Chen, P. P. C. Lee and W Lou, “A hybrid cloud approach for secure
authorized deduplication,” IEEE Transactions on Parallel and Distributed Systems (to
appear).

[25] C. Liu, X. Liu and L Wan, “Policy-based de-duplication in secure cloud storage,”
Trustworthy Computing and Services, pp. 250 - 262, 2013.

[26] L. Marques and C. J. Costa, “Secure deduplication on mobile devices,” Workshop on
Open Source and Design of Communication (OSDOC), 2011.

[27] P. Meye, P. Raipin, F. Tronel and E. Anceaume, “A secure two-phase data deduplication
scheme,” International Symposium on Cyberspace Safety and Security (CSS), 2014.

[28] M. Mulazzani, S. Schrittwieser, M. Leithner, M. Huber and E. Weippl, “Dark clouds on
the horizon: using cloud storage as attack vector and onlineslack space,” USENIX
Security Symposium, 2011.

[29] M. Naor and O. Reingold, “Number-Theoretic Constructions of Efficient Pseudo-
Random Functions,” IEEE Symposium on Foundations of Computer Science (FOCS),
1997.

[30] N. Nisan and D. Zuckerman, “Randomness is Linear in Space,” Journal of Computer and
System Sciences, vol. 52, pp. 43-52, 1996.

[31] J. Paulo and J. Pereira, “A survey and classification of storage deduplication systems,”
ACM Computing Surveys (CSUR), vol. 47. No. 1, 2014.

[32] R. Di Pietro and A. Sorniotti, “Boosting efficiency and security in proof of ownership for
deduplication,” ACM Symposium on Information, Computer and Communications
Security (ASIACCS), 2012.

39


https://github.com/driverdan/dropship

Communications of the CCISA
I_ASA .

= 11

C@ Special Issue Vol. 24 No. 1 Jan. 2018

[33] P. Puzio, R. Molva, M. O nenand S. Loureiro, “Block-level de-duplication with encrypted
data,” Open Journal of Cloud Computing (OJCC), vol. 1, no. 1, pp. 10 - 18, 2014.

[34] M. O. Rabin, “Fingerprinting by Random Polynomials,” Center for Research in
Computing Technology, Harvard University, Tech Report TR-CSE-03-01, 1981.

[35] F. Rashid, A. Miri and I. Woungang, “A Secure Data Deduplication Framework for Cloud
Environments,” International Conference on Privacy, Security and Trust, 2012.

[36] F. Rashid, A. Miri and I. Woungang, “Proof of retrieval and ownership protocols for
enterprise-level data deduplication,” Conference of the Center for Advanced Studies on
Collaborative Research (CASCON), 2013.

[37] Y. Shin and K. Kim, “Differentially private client-side data deduplication protocol for
cloud storage services,” Security and Communication Networks (to appear).

[38] J. Stanek, A. Sorniotti, E. Androulaki and L. Kencl, “A Secure Data Deduplication
Scheme for Cloud Storage,” Research Report IBM RZ 3852, 2013.

[39] M. Storer, K. Greenan, D. Long and E. Miller, “Secure data deduplication,” International
Workshop on Storage Security and Survivability, 2008.

[40] S. Vadhan, “Constructing Locally Computable Extractors and Cryptosystems in the
Bounded-Storage Model,” Journal of Cryptology, vol. 17, no. 1, pp. 43-77, 2004.

[41] J. Xu, E. C. Chang and J. Zhou, “Weak leakage-resilient client-side deduplication of
encrypted data in cloud storage,” ACM SIGSAC symposium on Information, computer
and communications security (ASIACCS), 2013.

[42] J. Xu and J. Zhou, “Leakage Resilient Proofs of Ownership in Cloud Storage, Revisited,”
International Conference on Applied Cryptography and Network Security (ACNS), 2014.

[43] C. Yang and J. Ren, “Provable ownership of encrypted files in de-duplication cloud
storage,” Ad Hoc & Sensor Wireless Networks (to appear).

[44] C. Yang, J. Renand J. Ma, “Provable ownership of files in de-duplication cloud storage,”
IEEE Global Telecommunications Conference (GLOBECOM), 2013.

[45] S. Youngjoo and K. Kwangjo, “Efficient and Secure File Deduplication in Cloud Storage,”
IEICE Transactions on Information and Systems, Vol. E97-D, No.2, pp.184 — 197, 2014.

[46] C.-M. Yu, “HTTP Botnet Resilient to Takedown,” IEEE Symposium on Security and
Privacy (S&P), San Jose, California, USA, 2014.

[47] C.-M. Yu, C.-Y. Chen, and H.-C. Chao, “Proof of Ownership in Deduplicated Cloud
Storage with Mobile Device Efficiency,” IEEE Network (to appear).

[48] Q. Zheng and S. Xu, “Secure and efficient proof of storage with deduplication,” ACM
conference on Data and Application Security and Privacy (CODASPY), 2012.

40



