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Abstract

Information security penetration testing is a technical tool and process to protect network
security. The designed course is a tool and method commonly used in the infiltration test process
through introduction, description and interaction and practice; learn about the weaknesses
(vulnerabilities) and risks of mining organizations, networks, and systems. In turn, we know
how to actually check the strength of the network security of the object under test, the current

system environment and security status. It also helps to discover known and unknown
vulnerabilities in the system.
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This course is designed to focus on information security related technical issues, with a
focus on mining network and system security and vulnerability testing and verification. Twenty-
two module courses are planned to learn and train qualified penetration test personnel for the
Demonstration Course: " Network Attack and Defense Technology-Information Security
Penetration Testing Technology | .

Keywords: Security practice, curriculum development, network attack and defense,
penetration testing.
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