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Abstract

As cyberattack and security technologies evolve rapidly and are highly specialized, it is
challenging for individual instructors in higher education to keep up with the advancement,
especially in practical offensive and defensive skills that are desired by the industries. We
believe this challenge can be overcome through collaborative teaching and learning in which
cybersecurity professionals with diverse skill sets can join force to cultivate talents.

This paper reports our experiences in collaborative teaching and learning for practical cyber
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security education in Taiwan. Over the past four years, we designed and implemented two
experimental security curricula: One is a week-long summer school program that aims to
advance students who have prior knowledge in security, and the other is a cross-university
semester course designed to guide students to systematically develop fundamental offensive
and defensive skills. Both courses use Capture The Flag (CTF) as a common platform for
assignments and evaluation. We highlight the design decisions and discuss the challenges

encountered, lessons learned, and possible directions for improvements.

Keywords: AIS3 ~ Capture the Flag ~ EDU-CTF ~ Practical security education
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* APT analysis

* Automatic exploit generation
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* Binary exploiting and Pwning

* CTF introduction

* Forensics

* Malware analysis

* Mobile application security

* Radio hacking

* Reverse engineering (on various platforms)
* SOC operation

» Web application security

* [oT security
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