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Abstract

Recently, cases of scamming on social media keep pouring in. Most cases are related to
hacked social media accounts, which belong to those who suffered from identity stealing by
social engineering. In this research, we focus on how users’ instant messages can be exploited
to defeat identity thieves. We proposed an authentication system based on stylometry of users’
instant messages, which is able to tell whether the current user of the account having both of its
representation and perpetuity. We collect users’ instant message as the raw data for training
process, create the classifiers through Latent Semantic Analysis (LSA), Multilayer Perceptron
(MLP) and Support Vector Machine (SVM). The research result pointed out that, with only
LSA model equipped, 65% of test cases reach lower than 70% of similarity, while utilizing
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MLP and SVM can reach 80% and 88% of accuracy, respectively.

Keywords: Authentication, Social Media, Semantic Analysis Model, Support Vector
Machine, Multilayer Perceptron
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